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Abstract of Bachelor’s Thesis - Academic Year 2018

Measurement of changes in collection logs

by command extension of low interactive Honeypot

By the spread of PCs and the system advancement of the IoT device. I was able to
make high processing system. The apparatus that the OS’s such as the Linux system
were equipped with on a device came to be in this way used for people widely. In
addition, technique to perform a remote login for the Linux system OS includes SSH.
An attack to invade using this illegally is carried out. A window includes Honeypot what
kind of ways an intruder behaves when it was invaded. Honeypot lets an intruder detect
it when I succeeded in a login trial by making the environment where it is easy to invade
in SSH and collects the log of the command that I carried out on this occasion. In
addition, Honeypot which emulated behavior of Shell is used widely now, and there
are few commands that this Honeypot can carry out is implemented. Therefore it is
detected by an intruder to Honeypot when invasion is Honeypot. Therefore I expanded
the command of Honeypot by the prior experiment and collected invasion log in Honeypot
and Honeypot which I expanded of the command which were not expanded. As a result
of having compared the log that I collected by using a probabilistic calculation method,
I showed that I could acquire a pattern of the command practice log of more intruders.
Invasion log of Honeypot which expanded the command inspected how long invasion log
when it was invaded of unjust SSH was similar to the real OS in this study. 1 collected
invasion log more in Honeypot using the real OS and compared it with Honeypot and
expanded Honeypot of the command which were not expanded as an evaluation. I used
semantic analysis of the natural language processing in the invasion log of these three and
showed that I left the command log that the UNIX user more general than the invasion
log that I collected in Honeypot which the invasion log that I collected in Honeypot which
I expanded by expressing a meaning of the command log in one session on a vector space
did not expand carried out.
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EFE

Wit BEIEN TENEEEDNT DD DD = g

EEATERLEZLEDTHS.
DS TF DL IDF DA EAL T 5 T, XEEFEAMITL2HEEOME 2T
55HDMMTF-IDF THh 5. EELDTF & IDF OfE L b, if-idf Off I

ifidf (t,d) = tf(t,d) - idf (t)
POMT L HTE B,

2.4.3.2 word2vec

word2vec (X 2D 6B =a—F )by T =2 ThH5. word2vec IZIX2DDT —F
T F¥NH Y, —DiF ContinuousSkip — gramModel, & 5 —2i& ContinuousBag —
of —WordsModel TH%. ContinuousSkip — gramModel | AT XFEH DL D HEE
ZRABL, HOITXEIZBWTZDEREOREOHIBOFMLFEEZHEL, =a—J)bxy
N7 =2 IlHARERD I TEEPOE_EANOEAZENRT LI ENVEHNTH 5.
ContinuousBag — of — WordsModel TIZ#IZHINIZXEROMLEDOHGEEZHEL, A
TNIXEIZBWTZDEREDOHGEDRMEDOANGEZHEL, FARKIZLT=a2a—J V%Y b
T =GR EREL L THETEPOHEEANDEALERT LI EVEHNTHS. K
R TIE L D FEE D E W ContinuousSkip — gramModel (BABE, Skip — gramModel &
&) 2L, (1]

2.4.3.3 Continuous Skip-gram Model

Skip — gramModel (7B D@D, G2 5NFHFEITN L TEOEUGEZ FHIT 5720
DETNVDIZETHD., ZOETIVI2@MNSLE=a—F )12y T, ASIZIE One-hot
R7 MVEHAWS. One-hot X7 ML i%(0,0,0,...,1,...,0)D &SI, BFEDT VT Y
I APOHMET A HEEZ TR 1 L RETH D tf%ﬁ?é«&h»@ L Thb.
ANBPOSBENEBADEARIIV X NDY M) 7AW TERIN, WOEFNIIHEIERT K
NeRoTW5a, BNENPSHIIEANDEAIIY N 7AW ZiELZ N XV O MY
AW LinoT\W5,

IhE2ETMELEZEODHII DR S HEREEZEZ 5.

exp( ij)

ZWUEV exp(v Wy “Vwy)

p(wolwr) = (2.2)

10



o 2B AWIFED BRI

ZDwr EANT BHEE, wo i w DFLFEERT. v, ¥ vy, EHBEERTRI ML
THO, vIFATIRYZ PVTY IFHEARTZ MLVTHS., AT AN A AR U
212, ANHFEORUER2EZFTLTE20OY A ADZLTHB. plwolwy) &IV
TIARNYA X 2ZE L TVWRWIERTH LM, ZOAVT I AN X EEREL Thib
U7z T IVOFRIHER p(wo.1, wo2, Wos - ., Woclwr) EHFZ 5.

e:cp(v’a/c - Uy, )

W,eV 61‘19(@'% V)

p(wO,ly Wo,2) WO,35 + -+ wO,C|wI) = H Z (23)
c=1

Z@Mwhﬂmmw%P“JMQmﬂ&V5%$%%j%ﬁniwhiﬁﬁﬁ?aﬂﬁ%
ke ESBBIEARY M ERDBIEN, ZOEFTLOHMNTHS.
ZDETNEHAWC=a—J )03y M EEET L. LdRD@ED, ANE 2 E One-hot X2
MV&EAWS. Onehot X7 bL 1% (0,0,0,...,1,...,0) D& >Z, HFEDS VT v
Ao T HELITEZ 1 XKL TAHI L TRETEIRIMILDI ETHS.
EIE R, ANEIPSENEANDEAW 2 ANT—X 2 IR T-EDTHS. L-d-o

TEEE h i
h=Wzx

ERTILNTES. 72, BEDOAT w; (= ) FEAW DT SN DD, ATN
One-hot X7 MV DT, wiiZHIRT AHEERYT N ZFOFFHAINEZ LIZk 5.
L7=D->T, BhEix

h=Wax,, = vy,

LRTIENVTES.
HATTE ue 1%, BENE R IZBROED S HOEANOEA W BHIF SN DTHLDT,

u. = W'h =W'u,,

ERTZEMNTES, /-, HABER IV T I7A NS XU THADZ=Y bl
ZETSH. LBoT, EREOI=y b CIZHT 2 mlN78 T v, 12 softmax BI# % H#
T C,

exp(ue,;)
Sy exp(uc,)
exp(v'; - vy, )
Zq‘j/zl exp(v/v : Uwz)

= p(w;|wr)

Yeyi =

LRI, A () TRULMEREFEIUIZRD ZEHHERTES.
U722 TR (23) TRI N2 FARFHER p(wy, wy, ws, ..., welwy) DEKALE T 57-20D1Z,

11
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BAZENR T MLy LHEERY ML Zifb 3 5. TRbbEAW LEA W 2HElT
L5 mFEZD. word2vec TlIEIHEALD 7= D ICHERK ARG TEZHAWTE Y, HWE
BELUTBUTOR (2) 2ED 5.

E = —logp(wy, wy, ws, ..., we|wy) (2.4)

Bk DELEBOEH 2T 5720, mARED S RAMERIENT 27201280
EEMNL, EFAMNERTHZZ LD OHEROMHEIMIGIZ/NS < REAaEMEE2ER L,
WEEED Z & THRIEPOHIENE BT H I TT VX =70 — %W,

R (232) 12k (D) 2RAT 5 &,

E = —logp(wl, Wa, W3, - . ., We|wy)

exp UC )
= —log H =
c=1 pr v=1 6.73p(UC V)

— S tog—SPlewe) (oo MN = log, M +log, N)
exp(Y_, explucy)

Cc=1
C \% M
=~ (ogexp(ucu) —log Y eaplucy)) (- log, w = log, M —log, N)
C=1

C 1% B
== (ucwe —log ) _ecaplucy)) (. logexp(r) = x) (2.5)
c=1 V=1

b, ZON (D) ZEAW CEAW TRBAL, fEE2RDDIILEEZD.
FTIFEAW TERRMOL, W OEHAE2ES. £/, UTOXPE2IX, AHIXRZ
RMUVMHIRZ MLDEZIZEENTVWEDONERLEZEDTH 5.

12
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w’
wi W
0 O O0....O e
— e e
0 OO0 O, .|lo O O
) e
) O
[ o o]
O 0O (e O O
0 Vs o O, O O

2.2: ANIRTZ M UDBHEIRTZ ML DOEZIZEETNT WS D

XD, v lduc DWW, i FHOER u,; TEENTWVWDHELERXS. AV T IAMYA
ﬁC@@f ClEDOLEHEHTH Y, WHFZHWD &,

OF Ou,;
Z 8uc,Z vy (2:6)

YI5IeNTES. R(EB) OFLED, Eku, CETRMANTIILEELE. R
(Z8) #ZH LT,

\%

c

E = Z(U(ch logZexp ucv))
c=1 V=1
Z UCwe + Z log Z exp(uc,v) (2.7)
c=1 c=1

K (Z2) O, S e % te; THNTEILE2ERS.
c
Z UCwe = Uy + Uy + - F UCwe (2.8)
c=1

C BT H LT,

c
0 20:1 UCwe | 1

= tey
e, 7 { (i=wc) 0

13
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ETBIENTES. W0 log v _, explucy) DEBHIITDNT,

v
df d 1
0= caplucy)f =log G = <o)
exp(ue,;)
exp(3,_y exp(uc,)
= b (2.10)
A (g9 A (gm) Lo,
OF
- 4. . 2.11
au(m tC,l + Ye,i ( )
X5z, A (Em) D Zed DI,
auci
= = . 2.12
av/ UU/I; ( )

(" Ui = VgV, L+ Vv, L+ 0500,5 + U0, N)

(2.13)
LdtsT, & (o) &t () &t () & D,
C
aE/' - Z(yc,i - tc,i)ijj (214)
vy =

"Eons.
UEZfedd &, Skip-gram Model D=a—F )b 32y b7 —ZZAFOKEID X S
2785,

14
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- O000]

O
bS]

O
g g
O — O
O O O
O O O
X O Wyn hi O O vy
: o :
9//N—a’im &
V-dim

S
ele]ele]

yo

©

CxV-dim

2.3: AT 7 A MY A XCD Skip-gram Model D=2 —F )V xv N7 —2

24.3.4 SCDV

SCDV &% word2vec TR U722 MVERE I I AR) VI LT, 7T ARY VT
FRBZRICANT AN MVER EICHET TS5 FEDOIETHS. UIFEAKXRF X
YETHB. T, HDHEEwiwi DRI ML wviwvi & BUfF (word2vec). & 5 Hiih wiwi
@ IDF ffi idf(wi)idf(wi) ZFtHE 3 5. GMM TREFERT MLIZDWTI TARY VT %
7\, HDHGENK T T AR ckek IZIE T BHER P(ck—wi)P(ck—wi) ZHUS 3 5. dh%ese
FHIZH 1T DA HEE wiwi IZDWT 5 28D KT, K27 T AX ckek IZDWT T T ARDE
Z(F)EZROIRY. JIARDBETEE LS, () 23795, () 253 AX%FH

15
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U 72 f 72 7 BEE R 2 BV wevikwevik & wvi x P(ck—wi)wvi x P(ck—wi) & U THEHI.
(**) IDF Z &R U 7§ 7= HBEER 2 ML wiviwtvi % idf(wi) x Kk wevikidf(wi) x kK

wevik THEHE (13 concatenation). & RFF¥Fa XY b (n 25 Nn2 6 N) IZDWT 9 D#E
EEREDIES. RFa A2 b DnDniZ2WTARZ ML z4{E L, DnDnil& £h 2 HEE
wiinDnwiinDn (2D WTARZ LR ULADETWEFET 5. RRICHF S NI XE RS
N )L DnDn % 28— 22 LT SCDVDnSCDVDn %785, [I¥]
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38 AMRICEITIEBES & RGHR

\ng
JdiT

ARETIX, DETERZHRLD, KZETIE, BROD Honeypot DFIEMZ L, Z
DOEZ ED XS ITRRTNIER VD% EHKRT 5.

3.1 AHERICHITIHEESE
BLR D Honeypot O ER 252 L, BT 5.

3.1.1 SSH Honeypot DIRIKDEIRE

Honeypot (ZI3EH T 2 ETCRKERMEDN2DOH 5. —DIFi%E L 72 Honeypot 1242 A

LU7-EED D BIZAEIURANZ Honeypot TH S EHMHLUTCUESHETHS. 55—
1% Honeypot (242 A% #F U 72142 A3 12 Honeypot % @%i& U 728 > S /D AR A M Iz
EHEITONTUE D, FrillAGKEBEOEABIZIINOMETDH 5.
DTFOMEBED X, EEODDEAEDAREICERITEAL TLSBEABIZ L THOKHE
ICHBEEZEHIT £ TO—- RN TO-THs. MELLT, 2HHO70-DERDH S
RAZPMZA L7250 Honeypot TH B EMHLTLES ZeAEZAoND. ESEEE
Honeypot T U 7z OS BROH 7= s ffigstE 2 Zh s Z L IZR > 7RI T, 3FEEHD 7
-0 Honeypot D% AF 2 Honeypot % #% & U 7z #&a5 0> 6 BEXEHIT o T UL E S
falknid 2 Z L EE LTEIF o5,

AWFFETIEZ DR TH, 2B D 700 SSH DAL FEE Honeypot 235% & LU 7z Honeypot
IEROD BRAEVE AN %E Honeypot TH D LA LTCLUE S MEICERL -,

3.1.1.1 SSH DO{Ex55E Honeypot ICH 1T 5 ERE

SSH DK EEHL Honeypot I1&5EFRD Shell DZEE)jZ LTI a2l — b L7ZHDTHEHDTO
YV RRZOEFIIONTOMRESREINTED, FEEEO Shell DFREE UL TARED D
%. %7z SSH DX FE% Honeypot F4H DL L2 EHFIET 5. X 512, Honeypot D
username DT 7 A ) M D3P F > TWVWAB 728, username H* 5 Honeypot TdH B Z & % fRAl
SNTULESMELEHS. Tho OMAFIEZHWT, RAHEIZZ ALY Honeypot TH
B EBAIEH, ARIMNZIETORED I DBINETERWEELD 5.

17



9 3 AR BT D HBEE & & ARG

o 3]
Trial of e
@ intrusion Detecti "
etection o
\ Honeypots  — attack mﬁ &

EE% - [==] !gg! > [=se ’ Lgﬂ
—o] 1321 =21 **!!!!
— proxy

~ server

Posting

3.1: NIEZ: SSHAR AE OEETH 7 1 —

3.1.1.1.1 Honeypot ® Username D[

SSH OAEXFER Honeypot D, #1Z Cowrie I& kippo ZRB L72H D TH 5728, kippo
DT 7 4V b D username Td %" Richard” * cowrie D username £ 72> T\W5. ZD72d,
username A% Richard” T, honeypot £ DZEE % U 728412, 2 A% IZ Honeypot TH %
BTN TUXD.

3.1.1.1.2 Honeypot ® I~ > KDEHED[MHE

SSH DAEXEG L Honeypot I1£5EBED Shell DZEH)# TI 2L — LD THBHD T
YU RRZOEENIDOVWTOEEILREINTED, FEEED Shell DEEREL U TAREDLH
5. EZATRRZESIZ, "Linux ECRNDEFT T 7AWV B EIBFFINT VDS
BusyBox (Z& N5 3~ Y ROEA 200 A EH B DIZx L, BURTIAL b T\b SSH
DAENFERL Honeypot TdH % Cowrie IZFEREINT WA I Y NIFEITATHARAN/Z@E D,
92 UDMFEL R\, £7z, SSH DX FEERL Honeypot KA DZEEIFEL, UFIZZD 1
Hlchs7ars.580s 7077 582 %5RT.

a2 A 3.1: IE L\ Shell D%H)

1 nadechin@cpu:”"$ echo -n test
2 testnadechin@cpu:”$

7a 7 I 3.2: Kippo R O 8 28 D4

1 root@localhost —-neco:”"$ echo -n hello
2 -n hello
3 root@localhost —neco:"$

TaT I L3 1 PEEOEE TS T L3, 258 SSH OEXFERL Honeypot DEHE) T
HB. echodX Y NDn ATy a VFBITHARRBIZLEWESIZTEEDTHS. L
MU, SEEED Shell O HIEEITHA T AW —F, Honeypot DZEE)TIEA 7Y a Vil

18




F5 3F AR BT D MEE % & ARG

HEHANINTLUEY, KESBITINTLUES. ik SSH DX FER Honeypot KA D
EETHDH-D, ZOEHFHEHNT S LI1ZL> TRAHEIZIREAY D Honeypot TH 5 &
AN TUE S wIaetEnd 5.

3.1.2 AXMHEDEE

BT 11 THIZL 7z SSH DX &G H Honeypot ORIED H T, SEEED Shell IZERE I N
TWAHIX Y ROARENH S, F72 SSH DX G Honeypot (ZKiH O B R 28 £ 17
1E9 5728, #%iE L7z Honeypot D EED H 512 AHKIZ/2 A% Honeypot T 5 & fRkl
INTLEY, EEDOOSICEREDDH Z2RAENMRALZRDRAT 7 L DENIKE L
HTUESMEIZERHL .

3.2 MIERRDI-HDESR
BI2d CEHUMZMEZBHRT E7-20121%, UF2DO0OFEZNALERD 5.

a< Y ROBEMER: EEED Shell IZEEINTWSE AT KT, SSH DELEEHE Hon-
eypot IZFEEINTVWARWVWIY Y RE2FEKLT S

BESEEE 0 < > ROEE: SSH ORI FER Honeypot I1ZFiA O B 288 %2 9 5 BE5ELE 0
Y REEETS

3.3 1R&x

B31 & TR MDD DE R 2 £ 2 5 &, SSH OEXIEER Honeypot
WIRALUZEEZEDH B2 AF IR A E Honeypot TH 5 L MAIE T, SSH DN EEAY
Honeypot (ZEREDH 2R AEMMRALUZKRDR AT 7 %, EEDO OSIZEEDOH 52 A
HEOMRAUZRORAT ZIGEMTE LD TRONREE R 2.

3.3.1 OvY Y RKDEME

FEED Shell IZFEIEINTWVWBS IV Y R T, SSH OEXEER Honeypot IZHEEE I T W
NI Y 25T 52 LT, Honeypot N\DIRAEFEWFETTESaY Y RODRIIT
&%, Honeypot TH2Z & DA Z[EEETEILNTE 5.

3.3.2 HB=EEOYY ROBIE

SSH DR FEH Honeypot IZFRFA D EE LB H 2 T 5MFEXL IV FE2EETLHI L
T, Honeypot IZDWTEHIL TWBRAED, 2AM% Honeypot TH 2D LA 5 Z
LEEET S ENTES.
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\ng
JdiT

AETIE, BIMTAERRNARGFZMEET 272012, RFRDOFEIZDOWTHET 5.

4.1 RBERRrOADOT7 7O—F

B2 Tk N7z [EEfHR D 728 D 2 D DEA % i 729 7212, AL TIMENFER! Honeypot
WIWEEINTWARWIT Y R2EKEL, I 6IENER Honeypot O#EFEHE < > KT, &
X 55% Honeypot (ZRFE DR 2B 23537 Y ROBIER1TS. BXZXEDIIRT.

HiE D Cowrie a < v MR L 72 Cowrie

BusyBox

Cowrie Cowrie

Btk a < v Fogdk

4.1: fEXEERL Honeypot DGR

20
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5E =

\ng
JdiT

ARETIE, E0EEH Honeypot & X 56 Honeypot DR EERIRICDOWTH/RL, ED
Hi T R 72 FyE %2 AW THIED Honeypot IZE D & S7wa~ > RE25EE L, Honeypot Ff
BHORERBEHEBIEL-OD%2HHT 5.

5.1 SREIRE

AR TCTEET LV AT LARZERTEEZODON—R2 7LV 77271220 T
G 5. REDIZEEMAN—Y 3 Vv ERT.

# 5.1 FHEREY

(N=FU=7 /YT T | FEEB | Vesion(date) |
#iED Cowrie CentOS6 1. 4. 0
fEIEH A D Cowrie CentOS6 | 1. 4. 0 (self made)
Honeywall CentOS6 1. 4

5.1.1 #IED Honeypot TREEMD ATV NiELE

AT B W THIED Honeypot (& Cowrie[T9] ZfH L, FEERD Shell IZ13FEELINT
WA M, #FliIED Honeypot TARFERD < 2 RIZDWTIE BusyBox[IB] IZEEN B a7V
RDFEEZTIR o7z, EZAX EII2THA LD, BusyBox iIZEENS I ROFE
*575)219?)5'43( Cowrie DFEE <V FEIZ 92 UNFLEL RV, ZD7ES5 % Python
THE

if_BusyBox WZEFEFNSa~ 2 RE Cowrie DEET~ VK, Cowrie IZRFEED IV
FO—RIIEkBORABETITRLTHL.
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5.1.2 #EIED Honeypot TAREERDIY Y RDOEK

610 TR U7 Cowrie IZRFEED AT Y RIZOWTO—DFEEEZ R, fliDFE
AT DRIZRT. Cowrie (ZFEELINTWD I ¥ Fid cowrie/sre/cowrie/commands/
I N TE Y, ZZiTEmavy NeEET 5.

PAR @ BT cowrie/sre/cowrie/commands/base.py (2 dmidecode 3% > K % B
LebDzmrd. 20

71 2"Z A 5.1: dmidecode

class command_dmidecode (HoneyPotCommand):
def call(self):

self .write(b# dmidecode 3.1
Getting SMBIOS data from sysfs.
SMBIOS 3.0.0 present.
Table at OxDDBA400O.

© 00 N O Ut ke W N

Ju—
o

(snip)

_ =
N =

Handle 0x0055, DMI type 13, 22 bytes
BIOS Language Information

_ =
=~ W

Language Description Format: Long
Installable Languages: 1
en|US|iso08859 -1
Currently Installed Language: en|US|iso8859 -1

o e e e
© 00 N O Ot

Handle 0x0056 , DMI type 127, 4 bytes
End 0f Table\n)
commands [’dmidecode’] = command_dmidecode

NN
= o

EBNFEEBYATIETZ 7AVE2EINTAZ2 T, a9 Y REBENMLAEDE U TORIRIC
L[]

JasI .52 difavwvr R

# coding: utf-8
import sys

class Diff:
def __init__(self, a, b):
self.a = a
self .b = b

N O Ot ke W N
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A
e

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54

def solve(self):
self .result = None
self.createTable ()
self.selectMatches ()
self.connectPath ()
self.genResult ()
return self.result

def createTable (self):
self.table = [[x == y for y in self.b] for x in self.a]

def selectMatches (self):
self .matches = [ (i, j)
for i in range(len(self.table))
for j in range(len(self.tablel[i]))
if self.table[i][j]]

self .max_path = []
self .path = []

self.search ((-1, -1)) # E E» o B £
# print self.maxz_path

def search(self, pos):
def isReachable (pos, match):
return match [0] > pos[0] and match[1] > pos[1]

if pos != (-1, -1): self.path.append(pos)
is_term = True
for match in self.matches:
if isReachable(pos, match):
is_term = False
next_pos = match
self .search(next_pos)

if is_term: # ¥in O 5 &
if len(self.path) > len(self.max_path):
self .max_path = list(self.path) # & R &K O &
if pos != (-1, -1): self.path.pop()

def connectPath(self):
# self.path = [(0, 0)]
self.path = []
prev = (0, 0)
for pos in self .max_path:
p = prev
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A

e

55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
7
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101

while p[0] < pos[0]:
p = (plO] + 1, p[1])
self .path.append(p)
while p[1] < pos[1]:
p = (plO], pl1] + 1)
self.path.append(p)
p = (plo] + 1, pl[1] + 1)
self .path.append(p)
prev = p
p = prev
while p[0] < len(self.table):
p = (plo] + 1, p[1])
self .path.append(p)
while p[1] < len(self.table[0]):
p = (plo], pl1] + 1)
self .path.append(p)
# print self.path

def genResult(self):
prev = (0, 0)

i_a =0
i_b =0
self .result = []
for pos in self.path:
if pos == (0, 0): continue
if pos[1] == prev[1]: # it~ DK H a O -
self.result.append ((self.ali_al, ’-’))
i_a += 1
elif pos[0] == prev([0]: # BE~ND B H : b O +
self . result.append ((self.b[i_bl, ’+°))
i_b += 1
else: # RO NDOKF
self .result.append((self.ali_al, ’ ’))

prev = pos
# print self.result

def printResult(self):
for line, sign in self .result:
print sign, 1line,

def diff(filename_a, filename_b):
a = []
with open(filename_a) as f:
for line in f£f:
a.append(line)
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i
A
e

102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118

b = []
with open(filename_b) as f:
for line in f£f:
b.append(line)

# a = [)a’), )b’, )cl, )d), )e)’ Jf)’ )g;]

# b = [’0,’, )bJ, ;m;’ Jc)’ in’ )eJ, )gl]
solver = Diff(a, b)
result = solver.solve ()

solver .printResult ()

if __name__ == "__main__":
if len(sys.argv) != 3:
print "Usage:,python, %s,fileA fileB" % sys.argv[0]
quit )

diff (sys.argv[1], sys.argv[2])

X512, vy NEFRHZHEAMEREZ print B cH AT 5DAD I~ RZ2BIMUZS
DODOHZLANTOBRIE /RT. AFTEmount I Y REMTFDO X SI2EEL . A%
DEEFZELNIFEAE LT STWS.

7a27'Z A 53 mount A< R

—

10
11

12

13

# coding: utf-8

>’’’ sysfs on /sys type sysfs (rw,nosuid,nodev,

string =
noexec ,relatime)

proc on /proc type proc (rw,nosuid ,nodev ,noexec ,relatime)

udev on /dev type devtmpfs (rw,nosuid,relatime,size
=16459820k ,nr_inodes=4114955, mode=755)

devpts on /dev/pts type devpts (rw,nosuid ,noexec,relatime,
gid=5,mo0de=620, ptmxmode=000)

tmpfs on /run type tmpfs (rw,nosuid ,noexec ,relatime,size
=3294084%k ,mode=755)

/dev/sdal on / type ext4 (rw,relatime ,discard,data=ordered)

securityfs on /sys/kernel/security type securityfs (rw,
nosuid ,nodev ,noexec ,relatime)

tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev)

tmpfs on /run/lock type tmpfs (rw,nosuid ,nodev ,noexec,
relatime ,size=5120k)

tmpfs on /sys/fs/cgroup type tmpfs (ro,nosuid,nodev ,noexec,
mode=755)

cgroup on /sys/fs/cgroup/systemd type cgroup (rw,nosuid,
nodev ,noexec ,relatime ,xattr ,release_agent=/1ib/systemd/
systemd ~cgroups —agent ,name=systemd)
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14 pstore on /sys/fs/pstore type pstore (rw,nosuid,nodev,
noexec ,relatime)

15 cgroup on /sys/fs/cgroup/net_cls,net_prio type cgroup (rw,
nosuid,nodev,noexec,relatime,net_cls,net_prio)

16 cgroup on /sys/fs/cgroup/freezer type cgroup (rw,nosuid,
nodev ,noexec ,relatime ,freezer)

17 cgroup on /sys/fs/cgroup/pids type cgroup (rw,nosuid ,nodev,
noexec ,relatime ,pids)

18 cgroup on /sys/fs/cgroup/cpuset type cgroup (rw,nosuid,
nodev ,noexec ,relatime ,cpuset)

19 cgroup on /sys/fs/cgroup/cpu,cpuacct type cgroup (rw,nosuid
,nodev,noexec,relatime,cpu,cpuacct)

20 cgroup on /sys/fs/cgroup/memory type cgroup (rw,nosuid,
nodev ,noexec ,relatime ,memory)

21 cgroup on /sys/fs/cgroup/devices type cgroup (rw,nosuid,
nodev ,noexec ,relatime ,devices)

22 cgroup on /sys/fs/cgroup/hugetlb type cgroup (rw,nosuid,
nodev,noexec,relatime,hugetlb)

23 cgroup on /sys/fs/cgroup/rdma type cgroup (rw,nosuid ,nodev,
noexec ,relatime ,rdma)

24 cgroup on /sys/fs/cgroup/blkio type cgroup (rw,nosuid ,nodev
,noexec ,relatime ,blkio)

25 cgroup on /sys/fs/cgroup/perf_event type cgroup (rw,nosuid,
nodev,noexec,relatime,perf_event)

26 systemd-1 on /proc/sys/fs/binfmt_misc type autofs (rw,
relatime ,fd=26,pgrp=1,timeout=0,minproto=5,maxproto=5,
direct ,pipe_ino=11662)

27 debugfs on /sys/kernel/debug type debugfs (rw,relatime)

28 mqueue on /dev/mqueue type mqueue (rw,relatime)

29 hugetlbfs on /dev/hugepages type hugetlbfs (rw,relatime,
pagesize=2M)

30 configfs on /sys/kernel/config type configfs (rw,relatime)

31 fusectl on /sys/fs/fuse/connections type fusectl (rw,
relatime)

32 /dev/sdbl on /mnt type ext4 (rw,relatime,data=ordered)

33 lxcfs on /var/lib/lxcfs type fuse.lxcfs (rw,nosuid,nodev,
relatime,user_id=O,group_id=O,allow_other)

34 tmpfs on /run/user/1000 type tmpfs (rw,nosuid,nodev,
relatime ,size=3294084k,mode=700,uid=1000, gid=1000) """

35

3 print (string)

print BICH I T H2DAD I Y REEMDFIEE LT python DT+ 75 Y TH S sub-
process % FIWTHE#¥# A 2475, AFOARFIED Tldar A~ KERT.
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7a 2 I A 5.4: ar

# coding: utf-8

import subprocess
import sys

cmd "ar t"

opt sys.argv [1]
cmdall = cmd + "_," + opt
subprocess.call(cmdall.split())
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6.1 FIHEER

SSH DEX} 55 Honeypot Td % Cowrie 1 3~ > N DEEL A D74 <, Cowrie FiA D
BERBBEDL V. TD-D, RAHIZ Honeypot TH D LMHING Z & T, ARPFHEE
D OS NDBEETHNITIEN ST T TH o 72RAB T DVINRWEERH S, £7z, IUE
07 %03 5802, ThEFTCHVWONTE GRARa~ >y R LTA YTy o A%E
D, TNOHEGEMRBR ATV RELTRR—=UyF U7 T5FETE, SHBIEBBLTL3S
B2 723y RN X =V EIZHIGTER.

TR TIE, Cowrielda < ¥ FOFEEHN DL, Cowrie FiA O R LREEHNL /2
b, a3y FOBEMFELEEZITV, Cowrie MAEDRELRBHFHZBEIEL/Z. EHEE2HBL TV
72 \WHTLIE®D Cowrie & Cowrie (2 BusyBox (& £ 5 37 ¥ K& FER U 72EEF D Cowrie
DEATIATY FEITOPEEZITY, KT 222 T, RO DR — > DZELZ B
TE5DTEHRWNEE R, FHliE UTREL DD 1 7 % Skip-gram €7 )L % W
TAATVUZL, Y5050 <0avy RulDRR— V2 INETETVWAEDON%E
FMREEL 7=.

ZOREER, 0% DAY AKX =227 DH Cowrie IZ BusyBox IZ& 153 ¥
v REFEELUEBIEFED Cowrie THD L WS Z RSN Lo T77.

6.1.1 FlEERDFE

FEEE L TWARWHIED Cowrie 12X LT, ZAUTIEFEZEINTWAR WA Shell 121
FEINTVWEIT Y N EFELEZEDEHEL, D7 2IEL .

6.1.2 FEAOTDINERIE

6.1.3 =i

#liIED Cowrie (2 BusyBox IZ& EN5 3~ R25LE L, F72 Honeypot Fifg D E 722
¥HEMBILELEZ. ZITOEEEZBENT 5.
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6.1.4 I

FEEZHEL TVRWHIIED Cowrie & Cowrie 12 BusyBox IZ&EN5 37 N2 L
7= AEIEFE D Cowrie DI /i TR AT Z DIUE % 17\, Word2vec @ Skip-Gram Model 12 &
DIROAX Y RDOFH, A7V VT E2TVEEKZITS 2 LT, ZRE2FMLEZ. Xa7T
VYT, 2372 RPEFINEZRHZIRO AT Y FOER T X2 FHIL 2720, IX
WWEFINZ2IAT Y FPRAATE L TEHWBIEZ BEIEZD I Y AKX — U2 —
YELTHFELRT WL DTH D Z L 2md. PHiFEEROFAMIZE U T 7 =0

T—HHHAL TV 5. ARIFEOFHMG & FHlFIEDE WX, €T IV LZHIED Honeypot 12
BusyBox IZEENS IV REFELELZEDUMToTWRW, EEED OS IZEwH
TN Z EWGFEHTETE ST, WIKT 2R/ Do 7z,

6.1.5 R

SSH D{EX}EERY Honeypot OREIAR I 12/10 25 2/1(54 HE) T, NETE DL
LTaxosya v, "Z—V, a~xy FEELLNOXREDIZEY.

% 6.1: PHHFEROFER
MHIL7-E D || #1ED Honeypot | fEIEH D Honeypot

Jx7¥a v 19829 27914
INZ— 53 91
av v R 470 841

72, ETIMEZEITWHMIED Cowrie & Cowrie IZ BusyBox (28 5 3~ v N &5
U7ZMBIEFE D Cowrie DA ATV V7 %7l o -4 R 2 L FOK ED 25 9. ML~
> NL5E %4772 - 7= Honeypot 723D Honeypot TH S 02 % R~ U TW5. #MElliL 0 5EE5R
DFHMIFIEIC L > THEEINZAT Y FOERNCTI2HUEL L 725D TH D, BUEHIE
BNEDAI Y RRR =V PNRE =V ELUTHFELRPTVWEDTH LI L ZRLTW
5. THEFEBRTIXIY Y NOIRFEEZ L2500 L0 Y RARX—2 & UTIHELIC
CVWHDEBHITE 2L WHIRERIZR 572,

AWMRDFERTIE, Cowrie IZEEINTWVWARWIY Y NTEEDD B2 AHHHE
DEIWAT Y REFELEL, MOEMFELEEMEL TWARW Cowrie TIN /22 AFH DFELT
avwvNage, BINEEEZREL 72 Cowrie DIRAZFDEfTaAY Y a2 igd 52 &
T, BMNFEEEEL 72 SSH @ Cowrie D AT Y RARAX—v e LTELNETELZ L
Zm U7z,
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implemention

6.1: FIED Cowrie BIEHFD Cowrie DA AT ) > 72 & A g

6.2 EFIFE

AT DAIGERDOMRGETFILEE UCOFHiE U T, BRI TR AR 7B U CEMii 247 5.
FiFEERTIE, FOMEXFER Honeypot &0 H, I <> NZHL5R L 72 Honeypot D /A3
RYRNNR—=UPREWNETE S 2L 2R Uz, ABIZETIEILR U 72 Honeypot TINEE L
Ay Ragh, PN UNIX 2—H%—0FETT2a~vr R 2] 2 o#n
=D %G L 7=,

AL TIE, LATF O =fBHO Honeypot Z X iET 5.

1. JALFHINTWS SSH DX FER Honeypot

2. EBED Shell IZIFFEEXNTWADY, 1. @ Honeypot TREED ISV RE2FEEL -
Honeypot

3. JRLFHAINTWV S EXEER Honeypot

AR DG & U T EFED 3 DD Honeypot TOIAX Y RO Z DL L 722%, mExfaii
Honeypot @ 2 < > N1 7 OUEE AW GG IZ A 7225 72728, 4 [B] D3 C 1A E DR
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67 Honeypot DD A< ¥ R0 Z DINEERN DR 5> 2B RIZOWTIZ EI TR 3B,
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TP, 1. OILLFHAZINTWS SSH OEMEEEL Honeypot D Z & % 7 i D&t
6% Honeypot 7, 2. DFERED Shell IZIFELEINTWSH, 1. D Honeypot TARIEL
DA v KEFEEL 7 Honeypot D Z & &2 EIEFF DX FE M Honeypot” , 3. DAL A
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7= FIEFEERTIZ, #IED Honeypot IZEEINTWARWIX Y FTEEDD 52 AH
MfS kHma~xy RE2EEL, MIED Honeypot THNZZAZEDETFTIY Y Fus e,
fEIEH D Honeypot DR AZEDHEITAY Y R s 2 KT 5 Z & T, EIEF D Honeypot
DFMAT Y RREZ—=V e UTEHEKNETESLZ 2R U7, FHERICBIFAUER S
DI OBEER 2 K B2 12 R T
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ZDFPFERTIEFEMNE U T OENEZES i L T W\ SSH DK FEH Honeypot T
W7 AEDFEITa~ > Fu o LEMFER % i L7z SSH /K55G Honeypot Dfx A&
DEfFAaY Nar ez U016 LT, AMEHEOFHTIFETIE, FiED Honeypot
THNZRAZDFEIFa~ Y NaJ EEEFD Honeypot DI AZDFETav >y Fus e
B X EER Honeypot DR AZFDEITFTI~Y Y RO 72K d 5 Z & T, BIEFD Honeypot
DIRAZEDFETAT Y Fa I —i7e UNIX 2 =¥ —DEFT2av v Fhroinsk
D% 7l U 7z

6.2.1 A RAOFDOROAT7Y) Vv ITEEOEEDIRE

ax Y RO EITS FIEIFZ SEET 5. HIAISFHERE%EL LT, #ba<v
MEFINIZ, ZOIAXY NRERTHEZE LTIV I ) A NERERT /88—
RYFUVIDFERD L. £, RETHDIN/-aT VN2 72 CHBLAZYILO Y
ETFINTHEEIETEILT, KEWEZRHTA2FELDHL. LEULAAR—=—VIYyF VI T
HIXEFIIRIT TH 2 D TRADKBIZHIGHN TE T, VI I TETINTHIUIEIEDIR
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RE7Z\HTHKRAE U TIR DR DHERBHER R £ 5 DT, RAORHEZEHLTLES D
T, WINERMOKBIZHIGETERN., UL, EATHIALZEWREFZ a3~y R o
TIWZEATBHI LT, avx Y RAPHTERUISIBANBDIY Y NE2EFFLELO 2L
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ARFFETIE, FHMIiEEEL RS, HRSFELHIZE T 2EREIO=a—J )L 2y b7 —
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ArFEIEL (INEETINV2LT D). IRIZEIEFD Honeypot TREL 07 % &Y
vaviiahroty vavikrETiciiznzavy R (MBI hE 1LYy Y a Y
TEEMER)ETNIEETILV2DTNTNZASILTWE, M5l a 2751k
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07 %ETMMET BB ANEELTIERZDa~v Y ROATIIHLTEDIY Y RO
A a<xy Fa e LTEAS I TINz2EEIE5.

BIZIX32o2Da~x Yy KB Lz L2202 U FO 707 T ABDITRT.

TS A 6.1 3ODFEFaAvy Ko

$ uname
$ free
$ ps x

=W N =

ETINEREET BRI free” I~ Y RE2ATNIZUZRIZ, 2 LT uname” 27
R7ps”av Y REHBLTELZET, free AN E UTHZONZRHIZM2 DDH I X
NBFAD <Y ROBHENTHMERVNEL BB LDITT B, £/, FEL LU TITFLEE
EZETIEIF2D0F/8F7 A =& LT window size TH 25 Z D TE, LB fE
AFEIX" 1" TH Y, window size 2727 T T IEE T I T BICHIEIZE X S 58U
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Input Projection Output
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X 6.3: 2D 7 & — [1][2]

7z, 2D X512 T Honeypot DINER TIZHN LU THELXDET NV ZWMEST L. ETI
& HiddenLayer \ZHGERZ MVDA Ty 7 AL UTHEI NS, ZZTSCDV 2434
ZfH\W, word2vec THUF U7 HAGENR T ML 2y, idfEZ 51535, DZITIIRIZHGE
RIPMVITEIZTTIAR) VT T EHILT, HEIHFENRDH DT T ARIIFET HERELHE
s, JI3AREZEZERBUHT-RBIERT MV EBEEL, idfEZ2ER LI HR
FENRT MVEBEMET S, 1y a vy T RIZEEFNBHERT PLEFEELL, XEAN
7 MVERS.

6.2.2.1 OV RET—YDRY MNILRIBEDLEE

AWEDITAMFIEIZ L > TEED 2D a<Y Yy R Z 2 KLU 7-KD, &~200 7 0iE
WA XESFEOPFETEH UZERIIIFTOMER, ME3, KB4, OXDIlkk-o7z.
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#* 6.2: BIERT & 2D honeypot D 3 ¥ > K1 7 D LLEL

iEfip

e

B

F1f#&

session £

FDEXFE AL Honeypot

0.807909

0.782520

0.872437

0.825036

3951

fE IE 7 DARXEREL Honeypot

0.807909

0.842795

0.738251

0.787067

3660

% 6.3: fEIERTD honeypot & —#% UNIX 2 —H—Da~ > Ko7 DK

EffR | AR | HBEX F1E | session
F DX FETY Honeypot || 0.778404 | 0.788169 | 0.765108 | 0.776467 3657
— %D UNIX 2 —H— || 0.778404 | 0.769086 | 0.791863 | 0.780308 3613

% 6.4: fZIE£ D honey

pot & —f UNIX 2 —H—Da< > Ra 7oL

TEfRER EHER R F1 {6 session Z
F DEXEE R Honeypot 0.822134 | 0.793420 | 0.892497 | 0.840047 3972
B IE 7 DX EE AL Honeypot || 0.822134 | 0.863229 | 0.744887 | 0.799703 3618

FREDEM” S, FED Honeypot & —fft1—HF—Dax>y Nar2—Fixl, BEHD
Honeypot & —f{ 1 —H—Da~v > Na I B —FEZ N &2 5h-o 7.
72, FD honeypot & EIEH D Honeypot, —f®D Unix 1—H—D I3 > FEF D 200
RILD A Y FXERT ML AL NOM EZZT IR,
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[-0.001091190.02321242 -0.02670038....
0.06326264 -0.10156178 -0.11085591]

A C
0.00094

N7 VEBEZBWT - —Dax >y OO XENY hLOEEER JFE S O
&L, #®D Honeypot A Y RO T DXENZ bIVOREREE A, EIEF O Honeypot 2%
VRO DOXERS MLVOEERE B & LERIZ, |OA| < |AB| < |OB|T® Y, 73
LAOBZ#HiATH 5.

L7AoT, 0<nZiizdn b EEORZ MLazisy, OB OB = (1+n)0A+ad
ERTZENTES., LA ->T, BIEFD Honeypot DAY > N ZiF— 1 —H—0D
avy RNaZ bR 35L, EDHoneypot DAY REZ DR MLAHEE D HIED
MECESITMNET DI LT o7z,

F72, SCDVIZ & o THFRG L 72454 D Honeypot DIET 72 H 1} B XENRT MLz, t-
SNE TRItHIIE S % 2 & Talfii{b 2177 o 7245 R 2 X 64, M E6A, MEEITRT.
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6.4: EIERT & 42D honeypot D A Y RO ZDXERZ hLD A Fifk
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20 -

> class
® Pure-Low-Interaction-Honeypot
® \User
_20-
—-40
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-80 - Ps
.
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X

6.5: fEIERTD honeypot & —#% UNIX 2—H—Da x> Ru s/ OXENRT MLO Ak

80 -
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> class
@ Fixed-Low-Interaction-Honeypot
® User
=20
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X

6.6: IEIEHED honeypot & —f UNIX 2—H—D I~ > NI DXENRY MLO AL
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EREOMIZEWT, Fixed-Low-Interaction-Honeypot (fE1E# @ Honeypot) (& Pure-
Low-Interaction-Honeypot & O HIA< AL TWB Z &0 0, on 7 TIdENT
WRWE AR TERI LG N5.

6.3 EX

SCEEAR T DIV D FERMENTIZ B W TEWREE 2 77D [IR]SCDV % AW 72 E DR FE%L Hon-
eypot £ fEIEH @ Honeypot, @ EEE Honeypot DI O 7' % XENR T MVZE[] BT
B U7Z8E 58, BIEBE D Honeypot DAY Y KA 7l —1—HF—0a~v > NaJ ZHR
L3 5L, FD Honeypot DAY Y RO T DRI MLV AL D HEDMR EI25E S IZAE
TBHZENHHND, FED Honeypot DAY Y Ra 7Lk L T, BIEFD Honeypot I&—
D Unix 21— —DaAv Y R > TORFLIY Y Fu s/ 2 NETEL Z L &R
U7z, £72, &x$5E8 Honeypot DIXEE 1 7 O BSE MG I D7 <, ZDFEKIEX, ZD
Honeypot @ H R — N DSEHTAY 2009 FETH D, MEKEZMBEINTLU X o R TIE RV
EEZoND.
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7.1 PBEEIE

ARETIX, SSH D Honeypot & K245 — X ORLELIZ B § 5 ST 5212 D W TR
I 5.

7.1.1 AccessTracer

H AR SR N2t et o8 il DB FE U 72 ZEATEIMRIE T 2 2 2 AccessTracer[23] 1250
T, A=Y —DOUNIX ¥V NO@EREE AV TA VEHBZET IV T XL K 5178
EFILDFEIZE o TCaA—HF—DERLES A~y NBREARANTAZI LN TS S, A
ZDETIVIERIZBE T 5T T IVOERGIENERS.

7.1.2 BASEUIBICH T B EKEN

IZZII’CL_/\f' 512, HREFHWUHE & FARPHERIZioTWsHASEZz I Y a—

IZEZE D —HOEAMTH 5. BUE, BRI WTRELS VY —F At e~

ﬁ ]\)WbF'EJéJ\i‘EO)QOﬁ FEE L TEL, Zliﬁﬁjfc I DS BT MV SN2 AU
Tz, T D7 OBEIETIIN T MIVZERIEITIZ DWW TR S,

7.1.2.1 Y NILZEEENT

PA3 T N7z & 512, HAREFELM ORI DFIED —DIZ R MVZERIfENT & v
S2EHEDNH 5. AWIFETHUS U7z Honeypot DT — X 2 H\WT, N7 MVZERIfEN D Hik
TH M %2 i A7z, word2vec 721 IZ K B HRIZ LA T ORI D b .
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#* 7.1: word2vec IZ & 4% @ honeypot D A< > KA 7 DL

IEfRER | dEAE | HHEE F1f# | session %X
Z DX EER Honeypot 0.648172 | 0.638172 | 0.697262 | 0.719872 3629
fEIEFH O EERL Honeypot || 0.793772 | 0.828741 | 0.768549 | 0.847428 3939
= R Honeypot 0.619941 | 0.628721 | 0.559174 | 0.608271 44
— %D UNIX 2 —H— 0.691876 | 0.753382 | 0.691302 | 0.700291 3671

word2vec 1%, BFENRT MLD T AR V7 %F77 -7 SCDV IZ & 53l & Feis L T,
2T DI B VTR EDR VR L o 72,

7.12.11 X7 MLVZEEET I

D30 TRz & 512, RXZ MVERREITIZIEZNRZ MVEBETIVE WD $DDEAE
5. pA3I0 Tl R7z TF-IDF 2HWT, F—XENTOHEOHEMEE Y, xR
XEIZBITEHLHEOWLEMHED 2 DEEAL L, XFEELIRILY M) 7 ATRET
%, XERLOFHZZITMAOD, 0°<X 090012815 cosd DIEOREIIZL>TX

EOHLEEZEH TS, LRI M) ZRAIZBIF 520D EDORY MVD FAIZSED
FTHDDT, 000 <900 12B8WT O DMEIANI L BNIERBIEE, DX D cosh D
EARELLBNIXRDIFEXERLOEMENENE VWD T8I0 D. ref TRUEZED
(2, TF-IDF TEAMIF I NIRRT MVEMETIVOD cosd OfEIL, m fHO#EEELHH X
NTWVWAXEJIZBITAEHEFEOEIELZ Wi, Waer Was, - - - Wam & Uy AIRRIZ 0 fJ DB
FEDPMFEHINT VWA X E e IZB A EHFEDEBEEZ Wer, Weas Wegy - -y Wen &5 B &,

((tf(ti,d) - z‘df( i) (Ef(ti,e) - idf (t:))
d) -adf (t:))2 220y v/ (tf (ti, ) - idf (1))

2t
>V (Ef (ks

cosf =
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8.1 AMADFXEH

AWML TIX, RAED S Honeypot TH 5 Z & OfRAIZ [0l 57212, (EXSFER Hon-
eypot DEFT A~V NOZEE %2 AP D Shell DFEITIAY Y ROFEHNIIL D5 Z & 2EE
U7z. iR AZE D5 Honeypot Th B Z & ORI Z BT 5 72121, ARYID Shell 1ZF 2 X
NTWsavy FOFEEL, EXEER Honeypot K D R %2 95 a1~ NOEIE
EITOMBENDHBH. £ T, APD Shell iIZFEEINT WS I7 YV R E2ENEER Honeypot
IZRTHEREL, EXEGE Honeypot FiE DRE LR BH 2453 Y NOBIEEZ{To72. &
X567 Honeypot D547 3% > NOZEHE) % AKYID Shell DEITI< > REBENED T 72
M MGET 572012, EBMSEEE L TOWARWEXNEER Honeypot & 3% ¥ NHLiR %17
725 7 AR EE L Honeypot, @& Honeypot Z5%¥@E L Ca~ >y Fa sz UEL, —#D
UNIX 2—H#—DEfT7av >y Fa ek L7-. a3 2 Nu /o HARSHELEIC X 5 EF
bt 24775\, filxDa<y FOBEKREZIRTTDONY MVZER ETRE$TSZET, av
¥ NHESR % 1772 o 72K R B Honeypot @ I % > N 1 7' D3 DEXfFE % Honeypot & LL#K

T, —MR7Z2 UNIX 2—H—DFEFTTr2axvr Narsrsih-zZ & 25U 7.
DI Ehs, FD Honeypot 123XV NEERZ TV, ENEER Honeypot DFEfTa~
N D&% AW D Shell DFEITaA <V ROFEENEDIT S Z & T, FEOMEXEEE Honeypot
EAEIEHE D Honeypot, @M EGEH Honeypot DX E 1 7%, SCDV &AW/ XFENR T ML
78] E TR U 72453, BIEH D Honeypot DI~ Y R Zld—ffa1—¥—na~v > Ko
TaRIERETHE, ED Honeypot DAY KO ZDRZ MLARIE D EEDR & 125 <
WALIES B Z W rolz. 72, FD Honeypot DI Y R 7 L HIRL T, BEFD
Honeypot (&—f%® Unix T—H%—Dax > No il s TORER I~ Na s 2 E
TE, BIEFOEXNEEE Honeypot THUNZ 37 2 RO 7D~ 7RI B S & — vk Bk s
ZEzINETEBHZ 2R

8.2 AMMADFEELRE

AT, REFEORE L ZDOREZBRS. SSH DMK FE8 Honeypot (2249
53XV RIZDOVWT, TAANIEa—Yary T eiz5Ka~xy RBRRLREH, SR
BusyBox %% ® ¥ ¥ Python THZE L. L7z -> T, EEER Honeypot AT I 2L —
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Yav L TWbT4AM)Ea—Ya VTEEINTWS I Y FIEBESMA L2 U
TWRW. 7z, BITDTHAANZ@ED, (KNEEE Honeypot (ZIFAMFSE & & H U 7[R
AZH, SSHTDY Y Y a VHENLIZEITH LA 7Y OEX, Honeypot @ Username
DIEHIAET 5. UL UAMIETIEII NS 2HbT, AYD Shell DEEF) 278 2T Ia
L—hTETWARWEZD, ZAFZFHS Honeypot TH D EHMHINTU X S5 R/RINH 5.

8.2.1 XEARZY MILDFHMmIEE

EZZOiiZ BT, IX Y Fa 7% SCDV TXEANRZ bULd 5 Z & THHli L 7273,
Z DFHMifEE & U T, Accuracy, precision, recall, fl-score Z®&H U7z, £7z, Z DOl
FRREED N, Accuracy IZ& > TXEDEX ZHIE LA, Ih—FKME-EE L CEY)
PENIZOVT DRHERPAWLECIT DR 2 725, FHIO TR %23 5 RHNDH 5.

8.2.2 BEXtiEE! Honeypot DOV INEDFRE

AHFFEIZ B W T honeywall & W 72 S GEEL Honeypot D 2% > R ZDINEEZ T8 -
7203, I n TP MIGIZ DR, FZDRKZDNG I ENTERMNo72. L,
N 7 DEABAT DR Honeypot D Cowrie DS ERIIZINET 5 Z &N TE /22
EHERTZENTE ., EXEER Honeypot DEXiE & 2 DINE D 7 HOEFIZ & - T,
AYIDOS L#EDLNWAY Y Nu T2 ETEIENTED L, AY Y NEFIIBITS”
KM 2R NVEMETRTZENTE S, 2 & o TENEER Honeypot (2517
LUEMNEDOH LIy FuPRETE 2§52 LA TE L.

8.2.3 XY NT—EIT XY NEOOYVINEEREDEW

2018 FE DB ERARENTMET 5 ORF IZBWT, ORF-NOC ¥ LTRHEL, TDiE
BTrgDaxy b7 — 27 NI FEE Honeypot Z8%E U7z, £ DFER, RfRIZHIT5—
Hézboa<wry NaZoERL D1 5480 %<0a~xy Ra 7 OIUER % HL
BTBEZENTE. LW ->T, [H—® Honeypot THRET HEREEIZ L > TRE A
N Z Wb h, RETIERBEICOVWTHERETLI2RMNND 5.

824 TA4ANYEa—IayZTenpxxavwy R

TAANIEa—varyZenFEEIT Y NZOWTIEN=Ya VOREIZEEKEFET 5.
U2 L, OSDY Y —ZiZlk LTS(Long Term Support) A3 0, AL b T3 OS T
DREIY Y NOBGLIF T+ IZAIETH 5.
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8.2.5 1k~ 72 Honeypot DAY > KO Y DFEELM~ DA

BfERR ~ 728 D SSH DR 55 Honeypot 23 & L TWA B D, F41 5D Honeypot
TrizFEEa~w Y KRS, ZD7-%, Honeypot DFEFEZ & IZE O 72 INVEL, At
FOFHIIFEZ WS Z & T, HASIELMIZ X 2 BERMHTIZH W THEH U 72 Honeypot
THNZza~ >y Rash, ExEii Honeypot D 3~ 2 N0 202 EiiE & 28 MBS EE DN T
WODPEMGET S Z LMW TES.

8.2.6 AVXY YV KRRIEDFEM~DIA

SSH D& &G Honeypot Z &% iE U, HIRSGELMIZ X 2 ZRT 217> 7za< v K
OZIZEWT, lxDaxy RIS OERNREL S, HBa<y RBPFEHTE R VWL
D e FEEEET & EXEER Honeypot D 3~ ¥ K122 ¥ &= MNEREEASE < 725 H
EMGETE 5.
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Al EREIVYUFR
A.1.1 #1ED Honeypot CREZEDIY Y KRiESHE
EREOTUN—E
BusyBox IZ& N5 a7 > K& Cowrie DEEHEI Y ROEWN

AL FEITY

Busybox IZ&EN5a3~<v 2 K Cowrie IZEEINT WS

acpid X

X

adjtimex

ar

arp

arping

ash

awk

XOXXXX

basename

blockdev

bretl

bunzip2

bzcat

bzip2

cal

cat

chgrp

chmod

chown

chpasswd

chroot

O] O * | *|O]O] *| O] O|O]O| O] *

chvt

IRAR— D1 <
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HIR—I 6 D &

Busybox IZ&EFN5 3~ > K Cowrie IZEEINT WS A

clear

cmp

1010

Cp

cpio

crond

crontab

cttyhack

cut

date

de

dd

deallocvt

O] O[O * | O|O|Of * | *

depmod

devmem

df

diff

dirname

dmesg

dnsdomainname

dos2unix

dpkg

dpkg-deb

du

dumpkmap

dumpleases

echo

ed

egrep

env

expand

expr

FALSE

fdisk

fgrep

find

fold

O] X O] * | *|O] *|O]O|O|O|O] * | O] * | O|O] * | *|O]O| O] *

IRR— 25 <
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HIR—I 6 D &

Busybox IZ&EFN5 3~ > K Cowrie IZEEINT WS A

free

freeramdisk

fstrim

ftpget

ftpput

getopt

getty

grep

*10]O|O|O] * 0] OO

groups

gunzip

gzip

halt

head

hexdump

hostid

hostname

httpd

hwclock

id

ifconfig

ifdown

*1O|O|O| O] * | O] * O] * O] *| *

ifup

nit

insmod

lonice

ip

XOXOX

ipcalc

kill

X

killall

klogd

last

less

In

loadfont

10| O|O] O] O] *

loadkmap

logger x

IRR— 25 <
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HIR—I 6 D &

Busybox IZ&EFN5 3~ > K Cowrie IZEEINT WS A

login

X

logname

X

logread

X

losetup

Is

Ismod

lzcat

X | X[ X[ X

lzma

X

1zop

X

lzopcat

mdbsum

mdev

microcom

X | X[ X[ X

mkdir

X

mkfifo

X

mknod

X

mkswap

mktemp

modinfo

modprobe

X | X[ X[ X

more

X

mount

X

mt

mv

nameif

nc

X | X[ X[ X

netstat

X

nslookup

X

od

X

openvt

passwd

patch

pidof

X | X[ X[ X

ping

X

ping6

X

pivot_root

X
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HIR—I 6 D &

Busybox IZ&EFN5 3~ > K Cowrie IZEEINT WS A

poweroff X
printf X
ps X
pwd X
rdate X
readlink x
realpath X
reboot X
renice X
reset x
rev X

rm X
rmdir X
rmmod X
route X
rpm X
rpm2cpio X
run-parts X
sed X

seq X
setkeycodes X
setsid X
sh X
shalsum X
sha256sum X
shab12sum X
sleep X
sort X
start-stop-daemon X
stat X
static-sh x
strings X
stty X

su X
sulogin X
swapoff X
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HIR—I 6 D &

Busybox IZ&EFN5 3~ > K Cowrie IZEEINT WS A

swapon X
switch_root X
sync X
sysctl X
syslogd x
tac X
tail X

tar X
taskset X
tee x
telnet X
telnetd X
test X
tftp X
time X
timeout X
top X
touch x

tr X
traceroute X
tracerouteb X
TRUE X
tty X
tunctl x
udhcpce x
udhcpd X
umount X
uname X
uncompress X
unexpand X
uniq X
unix2dos X
unlzma X
unlzop X
UNxz X
unzip X
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L. o

HIR—I 06 DOfE &

Busybox IZ&EFN5 3~ > K Cowrie IZEEINT WS A

uptime X
usleep X
uudecode X
uuencode X
veonfig x
vi X
watch X
watchdog X
we X
wget x
which X
who X
whoami X
xXargs X
X7 X
xzcat X
yes X
zcat X

Pk

A.1.2 #IE®D Honeypot TAREZEDIT Y RDEE

a2 A Al acpid

# coding: utf-8

import subprocess

cmd = "acpid"

subprocess.call(cmd.split())

a7 Z A A2 adjtimex

# coding: utf-8

import subprocess

T W N =

cmd = "adjtimex"
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6 subprocess.call(cmd.split())
v L A3 adjtimex -p
1 # coding: utf-8
2
3 1import subprocess
4
5 cmd = "adjtimex,-p"
6 subprocess.call(cmd.split ())
Ju2r' o s Ad: ar
1 # coding: utf-8
2
3 1import subprocess
4 import sys
5
6 cmd = "ar\gt"
7 opt = sys.argv/[1]
8 cmdall = cmd + "\, " + opt
9 subprocess.call(cmdall.split())
a7 L Ab: arp
1 # coding: utf-8
2
3 import subprocess
4
5 cmd = "arp"
6 subprocess.call(cmd.split ())
702 Z L A6 arping
1 # coding: utf-8
2
3 import subprocess
4
5 cmd = "arping"
6 subprocess.call(cmd.split())

7a2s 7. AT ash
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# coding: utf-8

string = ’’’-bash: ash: command not found’’’

print (string)

Tas o A A8 awk

N O Ot W N

# coding: utf-8

import subprocess
cmd = "awk"

subprocess.call(cmd.split ())

71 27"< A A.9: basename

N O Ot ke W NN

# coding: utf-8

import subprocess
cmd = "basename"

subprocess.call(cmd.split())

7va 27 < A A.10: blockdev

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "blockdev"

subprocess.call(cmd.split())

a7 7 . All: bretl

[=2 B B O

# coding: utf-8

import subprocess
cmd = "brctl"
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7 subprocess.call(cmd.split())
71 2'Z A A.12: bunzip2
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "bunzip2"
6
7 subprocess.call(cmd.split ())
712 F I A13: bzcat
1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "bzcat"
6
7 subprocess.call(cmd.split())
7127 Z A Al4: bzip2
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "bzip2"
6
7 subprocess.call(cmd.split())
Tu g7 L Alb: cal
1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "cal"
6
7 subprocess.call(cmd.split())
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a2 A A16: cat

N O Ot ke W N

# coding: utf-8

import subprocess
cmd = "cat"

subprocess.call(cmd.

split ())

a2 Z A A1T: chgrp

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "chgrp"

subprocess.call(cmd.

split ())

7va 2 < A A.18: chmod

N O Ot s W NN

# coding: utf-8

import subprocess
cmd = "chmod"

subprocess.call(cmd.

split ())

a7 7 . A.19: chown

N O Ot e W N

# coding: utf -8

import subprocess
cmd = "chown"

subprocess.call(cmd.

split (D)

712" Z I A.20: chpasswd

V)

# coding: utf-8
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3
4 1import subprocess
5 cmd = "chpasswd"
6
7 subprocess.call(cmd.split())

7'vu 77 I A21: chroot
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "chroot"
6
7 subprocess.call(cmd.split())

a7 7 A A22: chvt
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "chvt"
6
7 subprocess.call(cmd.split())

Tu 27 J 5 A23: clear
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "clear"
6
7 subprocess.call(cmd.split())

7usZ A A24: cmp
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "cmp"
6
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7 subprocess.call(cmd.split())
T rZ L A25: cp
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "cp"
6
7 subprocess.call(cmd.split ())
7'va 7 I A26: cpio
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "cpio"
6
7 subprocess.call(cmd.split())
7u2J s A27: crond
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "crond"
6
7 subprocess.call(cmd.split())
Tnu 77 A28 crontab
1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "crontab"
6
7 subprocess.call(cmd.split())
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7a 77 I A29: cttyhack

1

2 # coding: utf-8

3

4 import subprocess

5 cmd = "cttyhack"

6

7 subprocess.call(cmd.split())
a7 A30: cut

1

2 # coding: utf-8

3

4 import subprocess

5 cmd = "cut"

6

7 subprocess.call(cmd.split())
7u 27 A3l date

1

2 # coding: utf-8

3

4 1import subprocess

5 cmd = "date"

6

7 subprocess.call(cmd.split())
a7 5 A32: de

1

2 # coding: utf-8

3

4 import subprocess

5 cmd = "dc"

6

7 subprocess.call(cmd.split())
JurZ A A33: dd

1

2 # coding: utf-8
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N O Otk W

import subprocess
cmd = "dd"

subprocess.call(cmd.split())

a2 7 A A.34: deallocvt

N O Ot W N

# coding: utf-8

import subprocess
cmd = "deallocvt"

subprocess.call(cmd.split ())

71 2Z A A.35: depmod

N o Ot s W NN

# coding: utf-8

import subprocess
cmd = "depmod"

subprocess.call(cmd.split())

a2 7 A A.36: devimem

N O Ot ke W N

# coding: utf-8

import subprocess
cmd = "devmem"

subprocess.call(cmd.split())

a7 s A37: df

S U e W N

# coding: utf-8

import subprocess
cmd = "df"
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7 subprocess.call(cmd.split())
a5 5 A38 dif av U F
1 # coding: utf-8
2 import sys
3
4 class Diff:
5 def __init__(self, a, b):
6 self .a = a
7 self.b = b
8
9 def solve(self):
10 self .result = None
11 self.createTable ()
12 self.selectMatches ()
13 self.connectPath ()
14 self.genResult ()
15 return self.result
16
17 def createTable (self):
18 self.table = [[x == y for y in self.b] for x in self.a]
19
20 def selectMatches (self):
21 self .matches = [ (i, j)
22 for i in range(len(self.table))
23 for j in range(len(self.tablel[i]))
24 if self.table[i][j]]
25
26 self .max_path = []
27 self .path = []
28
29 self.search ((-1, -1)) # & E» o B R
30 # print self.maxz_path
31
32 def search(self, pos):
33 def isReachable (pos, match):
34 return match [0] > pos[0] and match[1] > pos[1]
35
36 if pos != (-1, -1): self.path.append(pos)
37 is_term = True
38 for match in self.matches:
39 if isReachable(pos, match):
40 is_term = False
41 next_pos = match
42 self.search(next_pos)
43
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44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
7
78
79
80
81
82
83
84
85
86
87
88
89
90

if is_term: # Ui O %5 &
if len(self.path) > len(self.max_path):
self .max_path = list(self.path) # & R &K O ¥
if pos != (-1, -1): self.path.pop()

def connectPath(self):
# self.path = [(0, 0)]
self .path = []
prev = (0, 0)
for pos in self.max_path:
p = prev
while p[0] < pos[0]:
p = (plo0] + 1, p[1])
self .path.append(p)
while p[1] < pos[1]:
p = (plOo], pl1] + 1)
self.path.append(p)
p = (plO] + 1, pl[1] + 1)
self.path.append (p)
prev = p
p = prev
while p[0] < len(self.table):
p = (plO0] + 1, p[1])
self .path.append(p)
while p[1] < len(self.table[0]):
p = (plo], pl1] + 1)
self.path.append (p)
# print self.path

def genResult(self):
prev = (0, 0)

i_a =0
i_b =0
self .result = []
for pos in self.path:
if pos == (0, 0): continue
if pos[1] == prev[i]: # HW~DOBH : o« O -
self . result.append((self.ali_al, ’-’))
i_a += 1
elif pos[0] == prev[0]: # BE~NDKH : b O +
self . result.append((self.bl[i_bl, ’+’))
i_b += 1

else: # B O NDKH
self .result.append ((self.ali_al, * 7))
i_a += 1
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91 # print self.result

92

93 def printResult(self):

94 for line, sign in self.result:

95 print sign, 1line,

96

97 def diff(filename_a, filename_b):

98 a = []

99 with open(filename_a) as f:

100 for line in f£f:

101 a.append(line)

102

103 b = []

104 with open(filename_b) as f:

105 for line in f£f:

106 b.append(line)

107

s #a = [’a’, °b’, ‘c’, ’d’, ‘e’, ’f’, ’g’]
109 # b = [’a’, ’b’, ’z’, ’c’, ’y’, ’e’, ’g’]
110 solver = Diff(a, b)

111 result = solver.solve ()

112 solver .printResult ()

113

114 if __name__ == "__main__":

115 if len(sys.argv) != 3:

116 print "Usage:,python_ %s,fileA fileB" % sys.argv[0]
117 quit ()

118 diff (sys.argv[1], sys.argv[2])

a2 A A.39: dirname

1

2 # coding: utf-8

3

4 1import subprocess

5 cmd = "dirname'"

6

7 subprocess.call(cmd.split())
717 Z A A40: dmesg

1

2 # coding: utf-8

3

4 1import subprocess

5 cmd = "dmesg"
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7 subprocess.call(cmd.split ())
7’02 A41: dnsdomainname
1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "dnsdomainname"
6
7 subprocess.call(cmd.split())
707 L A42: dos2unix
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "dos2unix"
6
7 subprocess.call(cmd.split())
Ta 7T L A43: dpkg
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "dpkg"
6
7 subprocess.call(cmd.split())
7va 7 A44: dpkg-deb
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "dpkg-deb"
6
7 subprocess.call(cmd.split())
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7a s 7. A4s: du

1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "du"
6
7 subprocess.call(cmd.split())
717 Z A A46: dumpkmap
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "dumpkmap"
6
7 subprocess.call(cmd.split())
712 Z A AA4T: dumpleases
1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "dumpleases"
6
7 subprocess.call(cmd.split())
Tu 27 Z I A48 echo
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "echo"
6
7 subprocess.call(cmd.split())
T T A A49: ed
1
2 # coding: utf-8
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3
4 1import subprocess
5 cmd = "ed"
6
7 subprocess.call(cmd.split())

77 Z L Ab50: egrep
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "egrep"
6
7 subprocess.call(cmd.split())

Tnu g7 Abl: env
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "env"
6
7 subprocess.call(cmd.split())

7'a 77 A Ab2: expand

1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "expand"
6
7 subprocess.call(cmd.split())

a7 Z A Ab3: expr
1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "expr"
6
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7 subprocess.call(cmd.split())
7a 27 L Ab4: FALSE
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "FALSE"
6
7 subprocess.call(cmd.split ())
a7 L A5 fdisk
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "fdisk"
6
7 subprocess.call(cmd.split())
Tu 2 L AS6: fgrep
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "fgrep"
6
7 subprocess.call(cmd.split())
a5 5 AbST: find
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "find"
6
7 subprocess.call(cmd.split())

a2 . A58 fold
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N O Ot s W NN

# coding: utf -8

import subprocess
cmd = "fold"

subprocess.call(cmd.split())

a7 A A59: free

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "free"

subprocess.call(cmd.split())

7827 7 A A60: freeramdisk

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "freeramdisk"

subprocess.call(cmd.split())

a2 7 A A61: fstrim

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "fstrim"

subprocess.call(cmd.split())

77T A A62: ftpget

=W N =

# coding: utf-8

import subprocess
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5 cmd = "ftpget"
6
7 subprocess.call(cmd.split())

7a2zZ A A63: ftpput
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "ftpput"
6
7 subprocess.call(cmd.split())

707 Z A A64: getopt
1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "getopt"
6
7 subprocess.call(cmd.split())

a7 Z L A6d: getty
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "getty"
6
7 subprocess.call(cmd.split())

7a 77 I A66: grep
1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "grep"
6
7 subprocess.call(cmd.split())
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a2 Z A A6T: groups

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "groups"

subprocess.call(cmd.split())

7177 A A68: gunzip

IS TG NS RSO U R,

# coding: utf-8

import subprocess
cmd = "gunzip"

subprocess.call(cmd.split ())

Ta g7 L A69: gzip

IS T NS O U O,

# coding: utf-8

import subprocess
cmd = "gzip"

subprocess.call(cmd.split())

v 27"Z A A.70: halt

IS TG NS SO U R,

# coding: utf-8

import subprocess
cmd = "halt"

subprocess.call(cmd.split ())

782 . A.71: head

[\

# coding: utf-8
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N O Otk W

import subprocess
cmd = "head"

subprocess.call(cmd.split())

a7 2 A A72: hexdump

IS TG NS SO U R,

# coding: utf-8

import subprocess
cmd = "hexdump"

subprocess.call(cmd.split())

a2 . A.73: hostid

N o Ot s W NN

# coding: utf-8

import subprocess
cmd = "hostid"

subprocess.call(cmd.split())

a2 A A.74: hostname

N O Ot ke W N

# coding: utf-8

import subprocess
cmd = "hostname"

subprocess.call(cmd.split())

7127 A A75: httpd

D Ut s W N

# coding: utf-8

import subprocess
cmd = "httpd"
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7 subprocess.call(cmd.split())

7175 I A76: hwelock
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "hwclock"
6
7 subprocess.call(cmd.split())

Jas 5L AT id

1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "id"
6
7 subprocess.call(cmd.split())

7u 7 Z h AT8: ifconfig
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "ifconfig"
6
7 subprocess.call(cmd.split())

a7 5 5 AT9: ifdown
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "ifdown"
6
7 subprocess.call(cmd.split())

7277 A A80: ifup

69




£ d% A 5%

N O Ot s W NN

# coding: utf -8

import subprocess
cmd = "ifup"

subprocess.call(cmd.split())

7a 27 < A A8l init

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "init"

subprocess.call(cmd.split())

a2 < A A.82: insmod

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "insmod"

subprocess.call(cmd.split())

7'a 2 A A.83: ionice

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "ionice"

subprocess.call(cmd.split())

Tas o A A8 ip

=W N =

# coding: utf-8

import subprocess
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5 cmd = "ip"
6
7 subprocess.call(cmd.split())

v 22 L A85: ipcalc
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "ipcalc"
6
7 subprocess.call(cmd.split())

a7 A A86: kill

1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "kill"
6
7 subprocess.call(cmd.split())

Tu 2 Z I A8T: killall
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "killall"
6
7 subprocess.call(cmd.split ())

7127 Z L A8S: klogd
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "klogd"
6
7 subprocess.call(cmd.split())
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a2 . A.89: last

1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "last"
6
7 subprocess.call(cmd.split())
Tu 27 Z 5 A90: less
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "less"
6
7 subprocess.call(cmd.split())
a7 7L A9l In
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "1ln"
6
7 subprocess.call(cmd.split())
7u 2 Z I A92: loadfont
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "loadfont"
6
7 subprocess.call(cmd.split())
7127 Z L A93: loadkmap
1
2 # coding: utf-8

72




£ d% A 5%

3
4 1import subprocess
5 cmd = "loadkmap"
6
7 subprocess.call(cmd.split())

a7 7 A94: logger
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "logger"
6
7 subprocess.call(cmd.split())

7a 77 L A95: login

1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "login"
6
7 subprocess.call(cmd.split())

a2 2 A A96: logname
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "logname'"
6
7 subprocess.call(cmd.split())

7va 72 A A9T: logread
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "logread"
6
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7 subprocess.call(cmd.split())

7 s Z A A98: losetup
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "losetup"
6
7 subprocess.call(cmd.split())

TurZ A A99: s

1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "1ls"
6
7 subprocess.call(cmd.split())

7'v 2 Z 2 A.100: lsmod
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "lsmod"
6
7 subprocess.call(cmd.split())

7u 27 Z . A101: lzcat
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "lzcat"
6
7 subprocess.call(cmd.split())

7827 7 A A.102: lzma
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N O Ot s W NN

# coding: utf -8

import subprocess
cmd = "lzma"

subprocess.call(cmd.split())

7'a 7 Z A A103: 1zop

=W N =

N o ot

# coding: utf-8

import subprocess
cmd = "lzop"

subprocess.call(cmd.split())

7a 25 L A.104: lzopcat

N e R L

# coding: utf-8

import subprocess
cmd = "lzopcat"

subprocess.call(cmd.split())

782 A A.105: md5sum

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "mdb5sum"

subprocess.call(cmd.split())

a2 < A A.106: mdev

=W N =

# coding: utf-8

import subprocess
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5 cmd = "mdev"
6
7 subprocess.call(cmd.split())
7127 2 A107: microcom

1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "microcom"
6
7 subprocess.call(cmd.split())

7027 A A.108: mkdir
1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "mkdir"
6
7 subprocess.call(cmd.split())

7127 Z A A109: mkfifo
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "mkfifo"
6
7 subprocess.call(cmd.split())

7’01 2Z . A.110: mknod
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "mknod"
6
7 subprocess.call(cmd.split())
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7va 77 A111: mkswap

N4 o Ul A W N =

# coding: utf-8

import subprocess
cmd = "mkswap"

subprocess.call(cmd.split())

v A A112: mktemp

IS TG NS RSO U R,

# coding: utf-8

import subprocess
cmd = "mktemp"

subprocess.call(cmd.split ())

7'v 2 < A A.113: modinfo

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "modinfo'"

subprocess.call(cmd.split())

712" L A.114: modprobe

IS TG NS SO U R,

# coding: utf-8

import subprocess
cmd = "modprobe"

subprocess.call(cmd.split ())

v 27 . A.115: more

[\

# coding: utf-8
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3

4 1import subprocess

5 cmd = "more"

6

7 subprocess.call(cmd.split())

7u 277 A116: mount I VR

1 # coding: utf-8

2

3 string = ’’’sysfs on /sys type sysfs (rw,nosuid,nodev,
noexec ,relatime)

4 proc on /proc type proc (rw,nosuid ,nodev,noexec ,relatime)

5 udev on /dev type devtmpfs (rw,nosuid,relatime,size
=16459820k ,nr_inodes=4114955, mode=755)

6 devpts on /dev/pts type devpts (rw,nosuid,noexec ,relatime,
gid=5,mode=620, ptmxmode=000)

7 tmpfs on /run type tmpfs (rw,nosuid,noexec ,relatime,hsize
=3294084%k ,mode=755)

8 /dev/sdal on / type ext4 (rw,relatime ,discard,data=ordered)

9 securityfs on /sys/kernel/security type securityfs (rw,
nosuid ,nodev ,noexec ,relatime)

10 tmpfs on /dev/shm type tmpfs (rw,nosuid ,nodev)

11 tmpfs on /run/lock type tmpfs (rw,nosuid,nodev ,noexec,
relatime ,size=5120k)

12 tmpfs on /sys/fs/cgroup type tmpfs (ro,nosuid ,nodev ,noexec,
mode=755)

13 cgroup on /sys/fs/cgroup/systemd type cgroup (rw,nosuid,
nodev ,noexec ,relatime ,xattr ,release_agent=/1ib/systemd/
systemd ~cgroups —agent ,name=systemd)

14 pstore on /sys/fs/pstore type pstore (rw,nosuid,nodev,
noexec ,relatime)

15 cgroup on /sys/fs/cgroup/net_cls ,net_prio type cgroup (rw,
nosuid,nodev,noexec,relatime,net_cls,net_prio)

16 cgroup on /sys/fs/cgroup/freezer type cgroup (rw,nosuid,
nodev ,noexec ,relatime ,freezer)

17 cgroup on /sys/fs/cgroup/pids type cgroup (rw,nosuid,nodev,
noexec,relatime,pids)

18 cgroup on /sys/fs/cgroup/cpuset type cgroup (rw,nosuid,
nodev,noexec,relatime,cpuset)

19 cgroup on /sys/fs/cgroup/cpu,cpuacct type cgroup (rw,nosuid
,nodev,noexec,relatime,cpu,cpuacct)

20 cgroup on /sys/fs/cgroup/memory type cgroup (rw,nosuid,
nodev,noexec,relatime,memory)

21 cgroup on /sys/fs/cgroup/devices type cgroup (rw,nosuid,
nodev ,noexec ,relatime ,devices)

22 cgroup on /sys/fs/cgroup/hugetlb type cgroup (rw,nosuid,
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nodev,noexec,relatime,hugetlb)

23 cgroup on /sys/fs/cgroup/rdma type cgroup (rw,nosuid ,nodev,
noexec ,relatime ,rdma)

24 cgroup on /sys/fs/cgroup/blkio type cgroup (rw,nosuid,nodev
,noexec ,relatime ,blkio)

25 cgroup on /sys/fs/cgroup/perf_event type cgroup (rw,nosuid,
nodev,noexec,relatime,perf_event)

26 systemd-1 on /proc/sys/fs/binfmt_misc type autofs (rw,
relatime ,fd=26,pgrp=1,timeout=0,minproto=5,maxproto=5,
direct ,pipe_ino=11662)

27 debugfs on /sys/kernel/debug type debugfs (rw,relatime)

28 mqueue on /dev/mqueue type mqueue (rw,relatime)

29 hugetlbfs on /dev/hugepages type hugetlbfs (rw,relatime,
pagesize=2M)

30 configfs on /sys/kernel/config type configfs (rw,relatime)

31 fusectl on /sys/fs/fuse/connections type fusectl (rw,
relatime)

32 /dev/sdbl on /mnt type ext4 (rw,relatime,data=ordered)

33 lxcfs on /var/lib/lxcfs type fuse.lxcfs (rw,nosuid,nodev,
relatime ,user_id=0, group_id=0,allow_other)

34 tmpfs on /run/user /1000 type tmpfs (rw,nosuid,nodev,
relatime ,size=3294084k,mode=700,uid=1000, gid=1000) " "

35

36 print (string)

Ta g7 A A117: mt

1

2 # coding: utf-8

3

4 import subprocess

5 cmd = "mt"

6

7 subprocess.call(cmd.split())

77 A Al118: mv

1

2 # coding: utf-8

3

4 import subprocess

5 cmd = "mv"

6

7 subprocess.call(cmd.split())
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7827 7 A A.119: nameif

1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "nameif"
6
7 subprocess.call(cmd.split())
v 277 A120: ne
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "nc"
6
7 subprocess.call(cmd.split())
Tu 2 F I A121: netstat
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "netstat"
6
7 subprocess.call(cmd.split())
7'va 7 I A122: nslookup
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "nslookup"
6
7 subprocess.call(cmd.split())
a2 Z A A123: od
1
2 # coding: utf-8
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N O Otk W

import subprocess
cmd = "od"

subprocess.call(cmd.split())

7n 27 Z L A124: openvt

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "openvt'

subprocess.call(cmd.split())

Ta s o A A125: passwd

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "passwd"

subprocess.call(cmd.split())

7’0177 I A126: patch

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "patch"

subprocess.call(cmd.split ())

v I A127: pidof

DD Ut xR W N =

# coding: utf-8

import subprocess
cmd = "pidof"
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subprocess.call(cmd.split())

7a 77 A128: ping

N4 o Ul W N e

# coding: utf-8

import subprocess
cmd = "ping"

subprocess.call(cmd.split ())

7a 277 A A.129: pingb

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "ping6"

subprocess.call(cmd.split())

v 72 A A130: pivot_root

IS TG NS SO U R,

# coding: utf-8

import subprocess
cmd = "pivot\_root"

subprocess.call(cmd.split ())

7va 77 I A131: poweroff

I TS S N O O O

# coding: utf-8

import subprocess
cmd = "poweroff"

subprocess.call(cmd.split())
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a7 I A132: printf

N4 o Ul A W N =

# coding: utf-8

import subprocess
cmd = "printf"

subprocess.call(cmd.split())

72T A133: ps

IS TG NS RSO U R,

# coding: utf-8

import subprocess
cmd = "ps"

subprocess.call(cmd.split ())

7a 77 Al134: pwd

IS T NS O U O,

# coding: utf-8

import subprocess
cmd = "pwd"

subprocess.call(cmd.split())

a2 A A.135: rdate

IS TG NS SO U R,

# coding: utf-8

import subprocess
cmd = "rdate"

subprocess.call(cmd.split ())

712 A A.136: readlink

[\

# coding: utf-8
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3
4 1import subprocess
5 cmd = "readlink"
6
7 subprocess.call(cmd.split())
7'va 7 Z L A.137: realpath

1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "realpath"
6
7 subprocess.call(cmd.split())

712 Z 2 A138: reboot
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "reboot"
6
7 subprocess.call(cmd.split())

7027 L A139: renice
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "renice"
6
7 subprocess.call(cmd.split())

7027 L A.140: reset
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "reset"
6
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7 subprocess.call(cmd.split())
a7 L Al4l: rev
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "rev"
6
7 subprocess.call(cmd.split())
Tu 7T A142: rm

1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "rm"
6
7 subprocess.call(cmd.split ())

Tu 2 F A A143: rmdir
1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "rmdir"
6
7 subprocess.call(cmd.split())

v 77 A144: rmmod
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "rmmod"
6
7 subprocess.call(cmd.split())

a2 A A.145: route
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N O Ot s W NN

# coding: utf -8

import subprocess
cmd = "route"

subprocess.call(cmd.split())

7122 A A146: rpm

=W N =

N o ot

# coding: utf-8

import subprocess
cmd = "rpm"

subprocess.call(cmd.split())

7a 2 Z A A147: rpm2cpio

N e R L

# coding: utf-8

import subprocess
cmd = "rpm2cpio"

subprocess.call(cmd.split())

7’172 A A.148: run-parts

N O Ot s W N

# coding: utf-8

import subprocess
cmd = "run-parts"

subprocess.call(cmd.split())

78277 A A.149: sed

=W N =

# coding: utf-8
import subprocess
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5 cmd = "sed"
6
7 subprocess.call(cmd.split())
7a 77 L A150: seq
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "seq"
6
7 subprocess.call(cmd.split())
v 77 I A151: setkeycodes
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "setkeycodes"
6
7 subprocess.call(cmd.split())
702 Z 5 A152: setsid
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "setsid"
6
7 subprocess.call(cmd.split())
a2 5 A153: sh
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "sh"
6
7 subprocess.call(cmd.split())
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7827 A A.154: shalsum

1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "shalsum"
6
7 subprocess.call(cmd.split())

7027 Z I A155: sha256sum
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "sha2b56sum"
6
7 subprocess.call(cmd.split())

Tu 2 F A A156: sha512sum
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "shab512sum"
6
7 subprocess.call(cmd.split())

v 77 I A15T: sleep
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "sleep"
6
7 subprocess.call(cmd.split())
7u 27 Z I A158: sort

1
2 # coding: utf-8
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3
4 1import subprocess
5 cmd = "sort"
6
7 subprocess.call(cmd.split())
a7 2 A A159: start-stop-daemon
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "start-stop-daemon"
6
7 subprocess.call(cmd.split())
7u 27 A160: stat
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "stat"
6
7 subprocess.call(cmd.split())
7’177 I A161: static-sh
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "static-sh"
6
7 subprocess.call(cmd.split())
77 Z A A162: strings
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "strings"
6
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7 subprocess.call(cmd.split())
a7 Z A A163: stty
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "stty"
6
7 subprocess.call(cmd.split ())
a7 L Al64: su

1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "su"
6
7 subprocess.call(cmd.split())

7va 7 Z L A165: sulogin
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "sulogin"
6
7 subprocess.call(cmd.split())

a7 Z I A166: swapoff
1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "swapoff"
6
7 subprocess.call(cmd.split())
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a2 Z A A167: swapon

1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "swapon'"
6
7 subprocess.call(cmd.split())
7u 25 A A168: switchroot
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "switch\_root"
6
7 subprocess.call(cmd.split ())
7u 27 A169: sync
1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "sync"
6
7 subprocess.call(cmd.split())
77 Z A A170: sysctl
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "sysctl"
6
7 subprocess.call(cmd.split ())
7a s A1T1: syslogd
1
2 # coding: utf-8
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N O Otk W

import subprocess
cmd = "syslogd"

subprocess.call(cmd.split())

Ta sz I A A172: tac

N O Ot W N

# coding: utf-8

import subprocess
cmd = "tac"

subprocess.call(cmd.split ())

TuarZ A A173: tail

N O Ot ke W NN

# coding: utf-8

import subprocess
cmd = "tail"

subprocess.call(cmd.split())

78 s o A A174: tar

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "tar"

subprocess.call(cmd.split())

a5 A A.175: taskset

[=2 B B O

# coding: utf-8

import subprocess
cmd = "taskset"
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7 subprocess.call(cmd.split())
70T L ALT6: tee

1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "tee"
6
7 subprocess.call(cmd.split ())

a7 L A1T7: telnet
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "telnet"
6
7 subprocess.call(cmd.split())

a7 A178: telnetd
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "telnetd"
6
7 subprocess.call(cmd.split())

Tu 7T A179: test

1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "test"
6
7 subprocess.call(cmd.split())

7a 77 A180: tftp
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N O Ot s W NN

# coding: utf -8

import subprocess
cmd = "tftp"

subprocess.call(cmd.split())

a7 7 A A181: time

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "time"

subprocess.call(cmd.split())

a2 7 A A.182: timeout

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "timeout"

subprocess.call(cmd.split())

7 s 7 A A183: top

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "top"

subprocess.call(cmd.split())

a2 A A.184: touch

=W N =

# coding: utf-8

import subprocess
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5 cmd = "touch"
6
7 subprocess.call(cmd.split())
a5 A185: tr
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "tr"
6
7 subprocess.call(cmd.split())
70 2Z I A.186: traceroute
1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "traceroute"
6
7 subprocess.call(cmd.split())
7v 77 I A187: traceroute6
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "traceroute6"
6
7 subprocess.call(cmd.split())
7vu 27 A188: TRUE
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "TRUE"
6
7 subprocess.call(cmd.split())
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Ta g7 L A189: tty

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "tty"

subprocess.call(cmd.split())

a2 7 A A.190: tunctl

IS TG NS SO U R,

# coding: utf-8

import subprocess
cmd = "tunctl"

subprocess.call(cmd.split())

71 2"Z 2 A.191: udhepe

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "udhcpc"

subprocess.call(cmd.split())

7122 A A192: udhepd

N O Ot W N

# coding: utf-8

import subprocess
cmd = "udhcpd"

subprocess.call(cmd.split ())

7'v 2 < A A.193: umount

[\

# coding: utf-8
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3
4 1import subprocess
5 cmd = "umount"
6
7 subprocess.call(cmd.split())
7027 F L A194: uname
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "uname"
6
7 subprocess.call(cmd.split())
7127 Z A A195: uncompress
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "uncompress"
6
7 subprocess.call(cmd.split())
7’177 I A196: unexpand
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "unexpand"
6
7 subprocess.call(cmd.split())
a2 Z A A197: uniq
1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "uniq"
6
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7 subprocess.call(cmd.split())
7175 1 A198: unix2dos
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "unix2dos"
6
7 subprocess.call(cmd.split())
v 277 5 A199: unlzma
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "unlzma"
6
7 subprocess.call(cmd.split())
7122 A A.200: unlzop
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "unlzop"
6
7 subprocess.call(cmd.split())
v 7 A201: unxz
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "unxz"
6
7 subprocess.call(cmd.split())

7127 A A.202: unzip
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N O Ot s W NN

# coding: utf -8

import subprocess
cmd = "unzip"

subprocess.call(cmd.split())

7127 Z A A.203: uptime

N O Ot W N

# coding: utf-8

import subprocess
cmd = "uptime"

subprocess.call(cmd.split())

7'va 27 A204: usleep

N e R L

# coding: utf-8

import subprocess
cmd = "usleep"

subprocess.call(cmd.split())

782 A A.205: uudecode

N O Ot e W N

# coding: utf-8

import subprocess
cmd = "uudecode"

subprocess.call(cmd.split())

7827 7 A A.206: uuencode

=W N =

# coding: utf-8

import subprocess
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5 cmd = "uuencode"
6
7 subprocess.call(cmd.split())
a2 Z L A207: veonfig
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "vconfig"
6
7 subprocess.call(cmd.split())
Tua g7 L A208: vi
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "vi"
6
7 subprocess.call(cmd.split())
7u 27 Z . A209: watch
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "watch"
6
7 subprocess.call(cmd.split ())
712 Z A A210: watchdog
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "watchdog"
6
7 subprocess.call(cmd.split())
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7a s o A211: we

1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "wc"
6
7 subprocess.call(cmd.split())
Tar T A A212: wget
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "wget"
6
7 subprocess.call(cmd.split())
7125 . A.213: which
1
2 # coding: utf-8
3
4 1import subprocess
5 cmd = "which"
6
7 subprocess.call(cmd.split())
7u 77 A214: who
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "who!
6
7 subprocess.call(cmd.split())
v 7 s A215: whoami
1
2 # coding: utf-8
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3
4 1import subprocess
5 cmd = "whoami"
6
7 subprocess.call(cmd.split())
7a 7 Z 2 A216: xargs
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "xargs"
6
7 subprocess.call(cmd.split())
70275 5 A21T: xz
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "xz"
6
7 subprocess.call(cmd.split())
70T L A218: xzcat
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "xzcat"
6
7 subprocess.call(cmd.split())
a7 Z L A219: yes
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "yes"
6
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7 subprocess.call(cmd.split())
a7 L A220: zcat
1
2 # coding: utf-8
3
4 import subprocess
5 cmd = "zcat"
6
7 subprocess.call(cmd.split())
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