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Architecture

Upper layer 1
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IPv6 over C2C NET

Geographic addressing/ Geo-routing
Position calculation (Position based routing)
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Store & Forward

C2C NET
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Lower layer (egress Interface, 802.11p)

08/07/2009 GeoNet WP2 [Pv6-C2C NET




IPv6 over C2C NET
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Next hop determination
UL Aot

= Finding OBUS3 from destination IPv6 address

C2C header . FEC"IH MNP3::/64
(Dst) C2CID3 ' i —
(Src) C2CID1 o e - -
P/C2C mapping  amm® it 3
IP header : ¢ OBUS3 AU
(Dst) MNP3::AU3 # taus g
(Src) MNFP1::AUl
1 Y 1 '] ' 1 [
qu' : '-:‘n:ﬁ".:" ':'r"rﬁl JIE_“I,! czcID2
c2cipl ‘H ------------------- g -+ ==
OBP1 OBU3 OBU 4 OBy 2
MNP1::/64 T MNP2::/64

Ethernet 1
IP header
(Dst) MNP3::AU3 B | =1 =1 =3 LV e N 3
=

IPvE
Src) MNP1::AUl
(Sro) C2C NET AU2

AUl

= Five Propositions
« Routing and Address Resolution like Ethernet

« (1) Static routing

* (2) Dynamic routing
+ (3) Host Network Association (HNA) like OLSR
+ (4) NDP extension
+ (5) DNS like solution
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(1)(2)Address Resolution over Ethernet

@NGT
= Routing (L3)

(1) Static: = # route -A inet6 add MNP2::/64 gw Prefix3::R2 dev eth2
(2) Dynamic : OSPF, RIP, etc.
= Address resolution (L2-3)

+ Address Resolution Protocol (ARP) IPv4
Neighbor Discovery Protocol (NDP) IPv6

MNPL:: /64 MNPZ:: /64

Prefixl:: /64 Prefix2:: /64 ;
| i

[ g |
OBUL ‘gl w OBU?Z
Routerl % Router2 Prefix3::C2CID1 Prefix3::C2CID2
Prefix3::R1 Prefix3::R2 : C201D1 ! c20D2
MAC1 MAC2 :
Prefix3:: /64 3 i & OBU i
DBU % --------------------- a ++=-“-a----% DEU

IP Routing table on OBU1
[ MNP2::/64 --> Prefix3::C2CID2 ]

Neighbor Cache on OBUL (ARP table in IPv4)
[ Prefix3::C2CID2 --> C2CID2 ]

IF Routing table on Routerl

[ Prefix2::/64 --> Prefix3::R2 ]

Neighbor Cache on Routerl (ARP table in IPv4d)
[ Prefix3::R2 —> MAC2 ]

mlternatwei

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr
E

Bland -new mapping table
[MNPE /64 -->C2CID2 ]

-----------------------------------------------------------------------

Ethernet C2C NET
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(3) Host and Network Association in OLSR

@NST
= Host and Network Association (HNA)
+ To find network behind OLSR nodes which connect to non-
OLSR interface
= For us
+ To find network behind C2C NET nodes which connect to
non-C2C NET interface

C2CID7
F : i C2CID5 C2CID6 =
P T e, Ty N . i
- . 8 "I [T oy
5 Iy = L -—
; S et e
OLSR node? +_" :.' ".fl"ElelZZfEl-ﬂ.;, 0BUS
‘1 MNPL::/64 4 5 - i
5 K %y .*f.----"“"' |
L LS e 1
TTTTT TP PTPTPTPC R It L
p-_n
MNP2:-/64 W c2ap1 ot c2ciD4 -
OLSR nodel OBU1 -— MNP 2:: /64
C2CID3
IP Routing table on OLSR nodel IP Routing table on OBUL
[ MNP2::/64--> B ] [ MNP2::/64--> Prefixl:: C2CID2 ]
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4) NDP extension
( ) @NET

= Router Advertisement in NDP (Neighbor Discovery

Protocol)

« To provide on-link information

+ Also default gateway information
= For us

+ To provide prefix information
« [ MNP2::/64 — fe80::C2CID2 ]

——— INTERNET HEU@

—_-_'-’_-_-_-'
/czcms
C2CID7 L Router Advertisement
R C2CID6 w
i § .. ; --|--r--+-'r‘-"'".."'-_..-5:"h-
:ﬁ.-!-"".b“"i.ﬁ 4-.-—-—_.-' -'l|
&——; . Prefixli/ea”
MNP2:: /64 % S A¢ caapl oBUL
-" ;:l' +r_. . '-: ...................... | 1
i i C2C1D3 v F :—:5;!. e IP Routing table on CBUL
1"‘-’ R - [ default route (::/0) --> fe80::C2CID3 ]
| L
S € = < c2ap4 [ MNP2::/64 --> fe80::C2CID2 ]
CBL 2 Cc2CID8 MMPL::/64
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Approaches Analysis N

= Matching between In-vehicle network and C2C NET ID
« Difficulty: implementation work needed (impact on architecture?)
+ Scalablility: To support large scale network
+ Signaling overhead: Number of packets distributed in C2C NET
+ Delay: Wait time to resolve C2C NET ID from in-vehicle network
= Best solutions
l. (3) HNA like extension — need specification in C2C NET

I1.(1) Static route configuration — Only for demo
I11.(2) Dynamic routing protocol — Easy solution

Vote to the
Approach comparison SEEEE

Approach Difficulty | Scalability Signaling overhead | Delay

(1) Static route configuration Easy no No overhead No delay

(2) Dynamic routing protocol Easy yes Periodic signaling Depend on frequency and RTT
(3) HNA like extension Difficult yes Optimized signaling Depend on frequency and RTT
(4) RA extension Difficult yes Periodic signaling Depend on frequency and RTT
(5) DNS like discovery Difficult yes Once for each OBU | RTT between server and client
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SAP 1.4 (IPv6 - C2C)

= Classification by destinations

Destination IPv6 layer | C2C NET layer
A node in a specific vehicle unicast geo-unicast
Nodes in vehicles in area multicast geo-broadcast
Nodes in vehicles x hops away multicast topo-broadcast
A node in a certain vehicle in area | anycast geo-anycast

GeolPv6 (Type, Destination, Payload)

I
C2C NET layer

Area ID is an C2C NET ID
that allocated to a static
point

IPvé layer C2C header
: I Location tabl
Unicast - Unicast address Last 64-bits CCaton MO Latitude
eo-unicast . I » C2C NET ID :
g Routing table | —» Longitude
IP next hop |
. Location table Latitud
Multicast - Multicast address | Last 112bi (Area ID) L atlt-: :
_ , —» Longitude
geo-broadcast | Radius ‘ g .
| » Radius
Multicast - Multicast address I
topo-broadcast  Hop limits | > Hop limit
| Location table 1 r
. —» Latitude
) Last | |2bit ——»
gAeng;ans;cast Anycast address ! l:rila'l ID = Longitude
- N —
I adius » Radius | 10




IPvEe-C2C NET Interface %

= Use tap0 (tunnel interface)
« C2C NET layer is between |IPv6 and datalink layer
+ C2C NET is implemented in userland

P . 2P
IP ethd  » -
. <? C2C i C2C
Datalink ath0 Datalink
wlan0
= Packet forwarding decision is taken in IP layer
(a) tap: C2C NET interface
(b) ath: Normal egress interface
(c) ip6tnl: NEMO tunnel over normal interface
(d) ip6tnl: NEMO tunnel over C2C NET interface
T :JuEnF: SI :ﬁ ErfNaEcTe Hardware
rd— P C2CNET IF —» IEEES02.11p
Name of interface in Linux ) > cqress interface
Pﬂ Eaﬂg::ﬂg (€) —» NEMO_IF —3» C2CNET_IF —3» IEEEBD2.11p
(d) —» NEMO IF P egress interface

» ingressinterface
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Routin
J o

1.Add rule to the policy that the packet from MNP to routing table "9'l
ip -6 rule add from 2001:1000:2000:3000:./64 fwmark 0x9 lookup 9 prio 301

lll e I
=]

2.Add routing entry to table "9" for forwarding to tap0

ip -6 route add default from 2001:1000:2000:3000:./64 dev tap0
table 9 metric 10 proto 16

3.Activate routing table "9" (Mark pakcet as "9")
ipbtables -t mangle -F PREROUTING
ipb6tables -A PREROUTING -t mangle -] MARK --set-mark 9

3 | 2
: Routing table
Filter MARK Lookup ) Network IF
src address T /
dst address W [
ethO > src port ~ " Policy —» Network IF
dst port Database e main
flow type — \
9 > tap0

Mobile Router
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Pre-experiment
p QQCN@T

= \We tested tapO interface
+ Packet from MNN to AP go through to tapO0 interface
+ See the document for detail

# ip -6 rule add from 2001:1000:2000:3000::/64 fwmark 0x9 lookup 9 prio 301

# ip -6 route add default from 2001:1000:2000:3000::/64 dev tapO0 table 9 metric 10 proto 16
# ip6tables -t mangle -F PREROUTING

# ip6tables -A PREROUTING -t mangle -j MARK --set-mark 9

MNN | (a) — p)| MRL |(o)— (d)| AP \

(e)

(a) eth0  2001:1000:2000:3000::2
(b) ethO  2001:1000:2000:3000::1

(ck ethl 2001:1000:2000:3001::1
(df wlan0 2001:1000:1000:3001::2
(e) tap0  Virtual interface between IPvG and C2C
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System requirements

= CVIS package Release 7
= UMIP version 0.477 |

.config inux Kernel vZ2.6.23 Configuration
u
H U bu ntu Ve rSIOn 8 1 Metwork packet filtering framework (Metfilter)
L] Arrow keys navigate the menu. <Enter> selects submenus ---». Highlighted letters are
. hotkeys. Pressing <Y= includes, <h» excludes, <M= modularizes feotures. Press <Escx<Esc»
m K ?? to exit, <> for Help, <> for Search. Legend: [*] built-in [ ] excluded <M= module
ernel version £.0. ¢« <> rodie copabe

--- Network packet filtering fromework (Netfilter)
[*] Hetwork packet filtering debugging
[*] GEridged IP/ARP packets filtering
Core Netfilter Configuration ---»
IP: Netfilter Configuration ---»
IPvE: Hetfilter Configuration (EXPERIMENTAL) ---»

DECnet: Metfilter Configuration ---»
Eridge: Netfilter Configuration ---»

= Netfilter

Networking
—> Networking options
—> Network packet filtering framework (Netfilter) [CONFIG_NETFILTER]
—> Core Netfilter Configuration
—> Netfilter Xtables support (required for 1ip_tables) [CONFIG_NETFILTER_XTABLES]
—> "MARK" target support [CONFIG_NETFILTER_XT_TARGET_MARK]
—> "mark" match support [CONFIG_NETFILTER_XT_MATCH_MARK]
—> [Pv6: Netfilter Configuration (EXPERIMENTAL)
—> [P6 tables support (required for filtering) [CONFIG_IP6_NF_IPTABLES]
—> Packet mangling [CONFIG_IP6_NF_MANGLE]
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Conclusion

= Qverview of IPv6 over C2C NET

= Missing features
+ Next hop determination

= Design of IPv6 over C2C NET

+ Unicast using Geo-unicast
« Multicast using Geo-broadcast
« Multicast using Topo-broadcast
« Anycast using Geo-anycast
= [nterface management and |IP forwarding
+ IPv6-C2C NET interface
« Routing
+ Pre-experiment
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= Thanks for your attention
+ Manabu Tsukada <manabu.tsukada@inria.fr>
+ Yacine Khaled <yacine.khaled@inria.fr>
+ Thierry Ernst <thierry.ernst@inria.fr>
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Multicast in C2C NET
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IP Unicast - Geo-unicast
_— OGN

: |
Unicast over Unicast address | Location table,
geo-unicast iRouting table | Last 64-bits C72C NET ID LLatItUdj
.
IP next hop | ongitude

Ina C2C NET — |IP next hop is OBU
« The routing entry comes from In vehicle network discovery

= Via the Internet — IP next hop is RSU
« The routing entry comes from Router Advertisement (RA)

L\

i, j i

— RsUz2 =

:>| F «—— Unicast ina C2C NET
|

™
OBU2 oBUL
; MNP1::/64
& RSUL :: i ,ﬁé‘s&
- =

pq T | | | ; «— Unicast via Internet
N 1Rk IP Layer ! 1
. : | X
IP header
\ \ Src: MNPL::AUL
IP header IP header :::: Dst: MNP3::AU3
Src:. MN].ZZJ.E!LU]. \ Src; MNPL::AUL 1F C2?2C MNET header
Dst: MNP2:-AU2 Dst: MNP3::AU3 oy B Src: OBU1L
C2C NET header C2C NET header Ny | Dst: Position of OBU3
Src. OBU1 Src OBU1 T
. . . - . 2 | ] |
Dst: Position of CBU1 A Dst: Position of RSU 1—5,_.'.. -:f.:b
........................ ¥
I R
Ls

CBU1

C2C NET Layer \ C2C NET Layer
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Multicast - Geo-Broadcast

@Nef

| - Location tabl .
Multicast over | | 32-96bits > (Area ID) CETONEER Latitude
geo-broadcast Multicast address | - Radius —» Longitude
| Last 32-bits - » Radius

= Around Type
+ Multicast packet is delivered within some distance from the
Source
+ Only radius is specified by IPvG6 layer
= Area type
« Multicast packet is delivered to an area
« Area ID and radius is specified in IPv6 layer

RFC 8 4 4 8 8 64 32

3306 11111111] flags | scope | reserved | plen Network prefix Group ID
Around 11111111 flags | scope | reserved | plen i Radius

Area 11111111 flags | scope | reserved | plen Area ID Radius

around
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Multicast over Geo-Broadcast

= Around type Geo-Broadcast ; edNet
+ Radius is specified in multicast address
+ Latitude and longitude of C2C NET header is source's position
+ Recelvers should subscribe to the multicast address with
MLDv2 (RFC3810)
+ Router Advertisement is performed Around type by specifying
the multicast address instead of all node multicast address

MLD Querry

& M_"'Imepm- . Should Listener AUs
MLD Querry .-) =7 E MLD Querry SUbSCI’ibe a" the mUIticaSt
*—mm | o . T .*__mn address such as :
| - i | ﬂJ From FFOE::| to FFOE::500 ?
i : S 1 D
- | IP header : | | | | |
IP Layer ' | sre: MNPL:AUL | | o B - |-
Dst: FFOe:: 500 u
J: e ————— Multicast address | Radius
sro: OBUL 1
d ot d FFOE::500 500 m
iDr;,. long of OBUL, -\..\ ?\
i Radius = 500} around FFOE1 OOO 1000 m
Lk FEOE::1500 1500 m

‘#
\ i d
B bl LI I LI LT = 5‘_
e _.1"'.H _
o
5 y
P B
- A, i
L
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Multicast over Geo-Broadcast

CENGT

» Multicast Listener cannot subscribe the multicast

address ahead of packet arrival
+ FFOE::ArealD:Radius

= Receiver side OBU overwrite destination address by
ff02::1 (link-local all node multicast) for the issue

Can we allow that OBUs
overwrite the destination
address? AUs cannot know

IP Layer \ the original destination
address

IP header
Sre: Prefixl:-AUL
Dst: ffD2::1

IP header
Src: MNPL:-AUL
Dst: FFOe: - ArealD: 500

o
MNPL:: /&4

IP header
Src: MNPL:-ALL
Dst: FFOe::ArealD: 500

" C2CNET header
o Src: RSU
-— Dst: Lat, Long resolved by ArealD

i L
i i i
"-; Radius=500
-------- 'l i ¥ i
C2C NET Layer OBU
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Anycast and Topo-Broadcast

. C‘vem“*:
= Multicast over topo-broadcast |

+ Define special multicast address for topo-broadcast

« Hop limit of IPv6 header transmitted to C2C NET header

Multicast over Multicast address |
topo-broadcast  Hop limits | > Hop limit
= Anycast Over Geo-An'ycast
+ Reserved IPv6 subnet anycast address (RFC 2526) cannot
apply for C2C NET 64 bits 57bits | 7 bits
* MNP::/64 means a certain vehicle subnetprefix  fafffrfif.. Anycast D
* There are no place to put position and radius value
+ Propose |IPv6 Anycast address for C2C NET Anycast over
o fdff:ffff.ffff:Area-ID:Radius .Ge?'“rl“ca“
« Around mode omits Area-ID o mPE
* AUs cannot configure the address ahead in Area mode

* Receiver side OBU overwrite destination address by
MNP .fdff.fift.ffff.fffc (Anycast address in MNP)

| 32-96bits ~ > latitude
Anycast over Anycast address i | > Area ID — > Longitude
geo-anycast > Radius > Radius

| Last 32 bits

lll e I
=]

22



End

= Thanks for your attention
+ Manabu Tsukada <manabu.tsukada@inria.fr>
+ Yacine Khaled <yacine.khaled@inria.fr>
+ Thierry Ernst <thierry.ernst@inria.fr>
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Multicast over Geo-Broadcast

= Notion of Area ID

«+ C2C NET ID allocated to an area
« The set of (Latitude, longitude) can be resolve by Area ID

//___f
La:'(’ Road-side domain
£ RSU

«—— V2V Geo-broadcast
f———— |2V Geo-broadcast

a
+
.
e,

g
+
.
T

= Destination multicast address
+ Example: FFOE::C2C-7, FFOE::C2C-9
= |ssue for multicast grouping

+ Receiver AUs cannot subscribe the multicast address ahead

08/07/2009

GeoNet WP2 IPv6-C2C NET

QCNGT

24



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24

