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Abstract of Master’s Thesis

Academic Year 2002

Detection and prevention of DoS attacks

for network administratior

In this resesarch, analysis and countermeasure of flooding attacks using AGURI is
shown. AGURI is a tool to detect, collect, and analyze network flows.

Analyzed data showed three prominent characteristics of flooding attacks : 1) victim
host, 2) way of attack, and 3) uniqueness in time transition. Discovering those char-
acteristics, AGURI gives alert to network administrators. Thus, quick response to the
attack could be taken. Also, analyzed data shows that flooding attacks are sometimes
predictable

By this research, prevention of network bandwidth exaustion caused by the flooding
attacks has become possible. Also, this research proved that AGURI is a usefull tool
supporting network administrators take quick contermeasures for flooding attacks.
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1. flooding attack, 2. network management, 3. traffic mesurement, 4. AGURI5. Internet
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gobbobboogogobbobbooooooboobbouoooooboon
gbbboogbobbboooobbboooobobo

00 0OLRU(Least Resent Used) 00 0000000000000 O0OOOCOOOO
gbobbbbboooobbboooobbboooobbb

O0AGURIOOOOOCOOOOBAOOBOEO OB OBIOOOOOOOOOO

gbboboodgobbbooodgbsbbbod

Oooooooobooooooorn,2s,.’0ooggooo”ABC,..00b000o0

OB 0000000000000 0D0 000000000 BE0O0O0O0O0OO
gobobobobboogooooobbobbboooooooboooboodgson
OoO0ooOo0oobooOooosbob00obobo coooooooboooboboOobooOoO

OBeO00000000000O0oo00be00d0OODOOODBMOOOODOO
gbogbooboooboobboobooboboobobooobooboobbebOO
obobobooboooboboebUOobobOob200b00bOob0bEODOODOO

OO0OOAGURIDOODOOOODOOOOOODOOOOOOLRUODOODOOOO
gbobobooogbbobooog1l1obboooobobobodao
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g 35 0bbboouoogdad b 36: 0uugobbbobbo
goboobogl goboodag 2

0 3.7 0D0O0o0Ooooood

LRUDODODODOOOOOOO 1 g 38 0OD00OO0OO0OO0O40bOd

LRUOOOO0ODOOO0ODOO 2

obooboobooboobooboob 1bobbobboobu BOODOO
O0O000O00bDAO0OOOOO

DogbobobooobobuooooboboboobobOobo LRUbOobO
oooboboboboboboobobbobobobooobobobbobbon
gboboboooobboooobobon

000 AGURIOODOIPOODOOOODOOODOOOOOOODOOODOOOOOO
gboogbdbodgboobobuoobbobuobgoboobooboobboabn
oboboboobooboobd

godbbobobobobobooooooogogooooooobob20bbonon
OOobOooboobooobooboooboboLrRUboboogboobooboooooo
gbobobgbobobooogbbbogooboboooon
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O 30 AGURIODOOOOO 3.1. 00

3.1.3 0UU0Ooooon

gboboboboobodbuodgboooobogbooboobooboobaon
gbogobdgbogbodgbuodgboobobobobbobooboobuoobonon
0000000000000 0O00000AGURIO 1000DDOOO0ODODODOOODO
gbogbobboogboboooobobbooobbuooobbobuoooobi1oobon
Oo0000Oo000Oo00D0obOO00bOO00bOO00obOOOoO00DDbOOnOAGURI
gobbobboogogobboobbodoogoboobboooooooooboon
gboobouoogobobodb
OOO0OO0OAGURIODOODOOODODOODODOOOODOODOODOODOOODOO
gbodbobobobdobubooboobobobuoboboodgbobobbobbd
OO0bO0o0obO0bo0obobO0oboooO0obObo0obOOo0bUooboUObAGURIODDOODO
gbbbuoooobbbuoobbbbooodobbboood
gboboguoogobogbboobbooboooooboobboobooan
OoOO000obooo0ooooooOoboOoguoAGURIDOODOOODOOODOOOOOD
gboboogobbobuooobbbooobboooobbuooobbboooobn
gbuogbbogbuodgbbogbobbobbodoboboboobbooboon
O000BYO0OCO00D0O0OO000O00DOOOO0O ,0’00000b0000ooOgo

year

month

day

hour AUOO0OOOOOOOOMHN eeeeee.

minute T

0 3.9 00u0gdobooboogan

OB9000O0O0 AQ0OO01000000O0OO00O0DOODOOODOOObOOOO
OADODOOO1D0000 1200 120000000000 OOO

gbooboboooolibooobobiboboobobliboboooobobod

gobbobbboogoogobbobboogoooboboobboooooon
gbbboogobobbboooobbbooooboo
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3.2 00O

AGURIOOOOOOODOOOODOOODO3OO0O0DOOOODoOOoOoO
e JUUOUDODO
e JUUUODODO
e JUUODODO

0000000030000 00000000DOO0000oOoDOOO AGURIOO
gboboboogogn

3.21 000000

AGURIO libpcapO 0O O0OD0OOO0OO0O0ODOODOOOOOODOODODOODOO
OO00O0boOobD0OtepdumpO 000000 OO0OO0OOOO0OOOODOODOODOOO
googbboobboboboboboboboobooobobooboobobobobon
OO000O00O0O0AGURIODOODODOOOOOOOOCOOOOOOOOODDOODOOO
OO0030000000000 AGURIODODOOODOOODOOODODOODOOODO

gb3bbouoaobbouoaobn

gboboboooobboooobbobon

gbbobbbodoooooobbbbboodooooobbbbbooooooon
U B100 0400

[root#aguri -1 interface_name )

g 3.10: ogobbobuooobbbuooooboboabbod

OO00000D00 EthemetO ATMOODOOOOOOOODODOODOODOODOODOO
gbodgbobogbodgbodgbooooboobooboobbobbobbonbn
Ooooboobobobbboobob0oboobboboobooboOoboboUlibpeap
OO0O000bO0o0O0oO0oooo0ooobDAGURIODOOOOOOOOODOOOOOD
0000000000000 0BIID00o0

AGURIOOOOBIIODDODODODODODODOODOOOOOOOOOODOOOO
gbooboooooobooooboon

0000000000000 oO0BI2000000ouooooooogoIPOO
goboboogobbboooobbboooooboboooooon
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static void ether_if_read(u_char *user, const struct pcap_pkthdr *h,
const u_char *p); /* Ehternet */

static void fddi_if_read(u_char *user, const struct pcap_pkthdr *h,
const u_char *p); /* Fiber Distributed Data Interface *

static void atm_if_read(u_char *user, const struct pcap_pkthdr *h,
const u_char *p); /* Asynchronous Trasfer Mode */

static void ppp_if_read(u_char *user, const struct pcap_pkthdr *h,
const u_char #*p); /* Point-to-Point Protocolx*/

N /

O 3.11: libpcapU O OO0 OOO0OOOOOODOOODOO

#include<netinet/ip.h>

struct ip; /* IPv4 header OO 0O =x/
#include<netinet/ip6.h>

struct ip6_hdr; /* IPv6 header U [ x*/
#include<netinet/tcp.h>

struct tcphdr; /* TCP header 0 0 0O =x/
#include<netinet/udp.h>

struct udphdr; /* UDP header 0 0 O =x/

NS /

U 312 000003000 400bbonbouoooobooog

Ubl200000000000obbbbouoogoooboobouoooooon
oooboboboo IpO0b0ObO0Ob0O0O0ObOObDO0OODOObDObDOODbOObObDOn
gobooo

tcpdump O OO0 000030

tecpdump 0 0000000000000 OOOOOODOODOOOOOBIO0O0O0O

[root#aguri -r dump_file ]

0 3.13: tepdump 00000000 OOOOOOO

OBI30 000 dump_fileO O “tcpdump -w” DO OO0 0OOO0OOOOOOOODOOO
gboobobboboooon
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OOO0ODAGURIOO libpcapO0 OO OO D0OO0OOD0OODOODOODODOOODOODOO
OO0o00oopooooobooboboboooooogn tepdumpd00ogooon
gboogobuogodbggbogobuoobbuoobobooboooobobuoobn
gbbboogoogobbboabbboooobbboooobob

OO0O00Otepdumpd 000000000 DOO0DOODODOODOOODOO0ODOODOO
OO00o0bobooobooodboOdtepdump 0 00000000 DOOOOOOODOODO
gbobobuoooobbbugoobbboooooobooog

O00000D000D0O0O0O0AGURIOO tepdumpd 00000000 OODOO
gobbobboogooobbobbbodoooooboobbboooooooboooon
O000000000oooCooo0U0ooooooBIOU0On

/* O000000000 timestamp O OO struct timeval *xts DO OO OO
O =/
do_pkthdr(const struct timeval *ts, u_int caplen, u_int len)
{
if (caplen > caplen_max)
caplen_max = caplen;
caplen_total += caplen;
if (start_time.tv_sec == 0) {
if (interval !'= 0 && ts->tv_sec % interval !'= 0)
return (0);
start_time = *ts; /* tcpdump 0D O 0O0OO0DOOOO =*/
}
end_time = *ts;
/ DO0000000000000boobooooog =/
if (interval != 0 &&
end_time.tv_sec - start_time.tv_sec >= interval) {
print_summry () ; / OO0O0000000x/
tree_resetcount(); / 0000000000000 00
o x/
start_time = *ts;
}
packet_length = len;

return (1);

0 3.14: tepdump 0 000000000 OOOODOODO

tepdump 0000000000 O0O0OO0OOOOSstruct timeval JOOOO0OO0OOO0O
AGURIOOOOODODOOODDODOODDODOODOOOOOOOOOODDOOOODOOODO
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gobbobboogooobbobbodooooboobodoooooboooon
gbooobboogoboo

AGURIOOODOOOOO

O00 AGURIOOOOOOOOOOUOOODOOOODOOOOOODODBIEO
gog

[root#aguri filel file2 ... ]

0 3.15: AGURIOOODOOOODODOOOODODO

OBI0 0000Mlel”"file2” 00000 AGURIODOOOODODODODODOOAGURI
OO0000 AGURIOOODOODOODOOOOOOD DOobOOobOobOOobooooobooo
obooboogobooolooob oo 200b0obbo0obbiob0 20000 1004000
OO00OooD1o040000 1100030020000 AGURIODODOOODOODODO
gbbodlogodb 11oogb 1obuoooobbbuoooobbodgo

OO0000000D000000AGURIODODODOODOOOOODOODODOODOOO
0000000000000 000000ooooooBIsnoOO

[Static int read_file(FILE *fp); /* AGURIU OO OO parse */ ]

O 3.16: AGURIODOODOOOO

AGURIODOOOODOOOODOO Yy 00oDOOO00bODoOO0O0obDboOoobooogo
O0200000000000D000000000DO0ODODOAGURIODOOOODOO
gbooggbbogbooobuogbbbobabbuoobbooboobboaabn
goooobobooooboood

gobboboboboouooooobbbobbooooobobobboooooaon
goboboooobbboooobbboooobobooooobooboon

3.2.2 0OOOOOO

AGURIOOOOOOODOOOOOODOOUOD400000000D0O0O0O0DOO

e source ip address
e destination ip address

e source protocol
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e destination protocol

OO00o000ooDOoOo000oboOOoO0OO0AGURIDOODOOODODODOOODDOOOO
OO000b0bO0o0o0oobogoo2000000bD0b00oBIMBICOO0O

~
struct tree_node {
struct tree_node *tn_parent; /* 00040 */
struct tree_node *tn_left; / 000000 x/
struct tree_node *tn_right; / 000000 =/
struct tree *tn_tree; /x 0000000 000oo
oo */
TAILQ_ENTRY(tree_node) tn_chain; /* LRUOOOOOOOO =/
size_t tn_prefixlen; /* prefix */
u_char tn_key[16]; /x 00O %/
u_char tn_intree;
short tn_depth; / 000000000000
oood x/
u_int64_t tn_count;
};
\ J

g3l ggooboggobon

AGURIODOOOOODOOOOODOOOOODOODOOOOODDDOOOO
0000000000000 0O0DO000O00DOO0ODbOoODOOobDOODOdyprefixOO
gboboboooobbboooon

goobobbobobbboboooooooooobbobobobbbbdooooooon
gbobobuoooobbooooobobon

~
struct tree {
struct tree_node *tr_top; / 0000000ooo
ooo */
size_t tr_keylen; /* OO =*/
u_int  tr_nfree; /x freeOO OO *x/
u_int64_t tr_count;
TAILQ_HEAD(_lru, tree_node) tr_lru; /* LRUOOO =%/
+;
\ J

U318 guoobooggd
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o000 ooboobobobobobobobobOobooooooooo
gbbboooobbbuoooobbobuoooobbbuooobbodao

AGURIOOOOOODOOODODOOODODODOOOODOODODOODObDOOODOO
gogggoggggggbobbboobbbbbogbbbbbbbbbbbbb
OOo000ooOoboooobooboooboobooboooobooboooDoBIOYOoOoO

\
/ 00000000000 000oDono =/

static struct tree_node *leaf_alloc(struct tree *tp, const void *key,
struct tree_node *np);
/ DO00o0O0ooooooooono =/
static void leaf_free(struct tree *tp, struct tree_node *leaf);
/x QOooOooooog =/
static void leaf_reclaim(struct tree *tp, int n);
/ DO0O00Ooooooo =/
static void tnode_reset(struct tree_node *np);
/ DO0000000b00o0oobooo =/
static int tnode_resetcount(struct tree_node *np, void *arg);
/ DO00000ooboooooooono =/
static int tnode_sum(struct tree_node *np, void *arg);
/* 000000 */
static struct tree_node *tnode_find(struct tree *tp,
const void *key, size_t len);
/x 000000 =/
static int tnode_aggregate(struct tree_node *np, void *arg);
/ 0O00O00000oooo =/
static int tnode_print(struct tree_node *np, void *arg);
/ 0000000oooog =/
static int key_print(u_char *key, size_t len, size_t prefixlen);

N /

0319 00000000000000000

AGURIOODOOOOBIQOODOODOOOOOOOODOOOODODOOOOooOOoDbOoO
gbbbooogbbbuoooobbboooobboooood

3.23 000000

gobbobbbouoogoooobobbbdogooobobobbuoooooon
OO0 AGURIODOOODOOOODOOOOOOB20000
O B2000 OO "time_interval” OO0 OO0 O0OD00O0OO0OOOOOOODOODODOODOO
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[root#aguri -s time_interval ]

U 320 0000obooogg

OO0DO0000bO0o0b00obDoOb0”aguri-s " 000000000 000000O

gboboboooobbbooobboboogobbbuooooboon
AGURIO’HUPOOODO”000O00DOOOO0ODODOOOODOOODOOODOOO

OO000DO00O0000 AGURIDODOODOODOOODOOODOB2IDOO00O00O0O0

%%!AGURI-1.0

%%hStartTime: Thu Sep 01 00:00:00 2002 (2002/9/01 00:00:00)
%%EndTime : Sun Oct 01 00:00:00 2002 (2002/10/01 00:00:00)
%AvgRate: 14.91Mbps

[src address] 4992392109177 (100.00%)

0.0.0.0/0 87902964189 (1.76%/100.00%)

0.0.0.0/1 206637364377 (4.14%/14.78%)

0.0.0.0/2 205796877844 (4.12%/7.12%)
60.0.0.0/6 97928228974 (1.96%/3.00%)

62.52.0.0/16 51875058871 (1.04%/1.04%)
64.0.0.0/8 100831910967 (2.02%/3.51%)
64.0.0.0/9 74610984109 (1.49%/1.49%)
128.0.0.0/2 142349668983 (2.85%/13.33%)
128.0.0.0/3 197067746696 (3.95%/10.48%)
128.0.0.0/5 202911635757 (4.06%/5.45%)
133.0.0.0/8 69142535628 (1.38%/1.38%)
150.65.136.91 54123094932 (1.08%)
192.0.0.0/4 212653628837 (4.26%/38.41%)
192.0.0.0/6 88855538654 (1.78%/1.78%)
202.0.0.0/7 235853368912 (4.72%/14.70%)
202.0.0.0/9 117196493427 (2.35%/6.77%)
202.12.27.33 160473669718 (3.21%)
202.30.143.128/25 60239291958 (1.21%/1.21%)
203.178.143.127 94031811680 (1.88%)
204.0.0.0/6 228960094456 (4.59%/17.68%)
204.0.0.0/8 125458765333 (2.51%/7.58%)
204.123.7.2 87103414877 (1.74%)
204.152.184.75 165733431144 (3.32%)
206.0.0.0/7 164036959478 (3.29%/5.51%)
206.128.0.0/9 53526598302 (1.07%/1.07%)
207.0.0.0/8 57628266965 (1.15%/1.15%)
208.0.0.0/4 282590640975 (5.66%/31.72%)
208.0.0.0/6 116047154301 (2.32%/22.20%)
209.0.0.0/8 140888988219 (2.82%/11.78%)
209.1.225.217 238192306019 (4.77%)
209.1.225.218 209160635530 (4.19%)
210.0.0.0/7 154008321340 (3.08%/3.08%)
216.0.0.0/9 192899750315 (3.86%/3.86%)
%LRU hits: 86.82Y% (1021/1176)

O 3.21: AGURIOOODOODOODOOODOOOO

OB2I00000020020 9000000 soure IP address 00000000000
O0000000000203.178.143.1270 0000000 0O0ODO O 94031811680bytes
O00000ooooboooobooooooooot.eg,booooooooooon
0000 203.178.143.1270 00 IPO O O 0O OO 202.30.143.128 /25 0 O 60239291958bytes
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gboboboogoboobooood
O0O0OD0OO0AGURIOOOOOOOOPHUPODOOO”"DODOOODOOODOOO
gboboboooobbbuoooobbbogouuogooobooog

3.3 Uogooooooon

OoO0O0OCOCOOO0OCOOOO0O0O000U0UUUAGURIDDODOOODOODOODOUOUOODO
oboboooboooboooon

O0000000ooooo0oono AGURIDOODOOODOO AGURIDOOOO
oobogboooboboobooboobobooboobbooobobuoobooobobon
OO0O0OO0O0O0AGURIOOOOOOOODOOOOOOOOODOOOOODOOOOOOD
O000000D0O0O0O0ODAGURIODODOOOODOOOOOOODOOODO

OO0 AGURIODOOOOOOOODOOOOOOODOOOOOODOOOOOOOO
OOAGURIDOOOOOODOOOOOODODOOOODOOOOODOOOODODOOD
Oo0O0O0o0o0o0ooOOo00oDOoOoobO0oobObOOb0oAGURIDOODOODOOOODO

3.3.1 OJUO0O0Oobooobooooon

AGURIODOOOOODOO’HUPOOOO’00000DOO0O0OODOOOOOO AGURI
O00000O0bO000ob00oO0b00ob0obD0oDOobOU0obObO0oDbDOoDOoDOOobOOoDO
O00D0D0000000000D00000O0000D0O0oogoooond

OODOAGURIODOOO AGURIOODOOODODOOOODODOODOODODOODODOO
O00 AGURIODOOODOOOODOO0ODOOODOOODOODOOODOO0OOOO0ODOOOn
000000000000 0000DLO00O00O00DbO0ODbDO0D0OO0 AGURIODODDOOD
000000000000 000D0000000000D000o0ooDOoond

AGURIDOOODODOOOO7agurify.pl” 00 0O0D0DO0ODOO0O0D0OODOODODOO
O000D000000D0B220 agurify.pld crontab0 00000000

# run agurify.pl every 2 minutes
/2 % x ok % /usr/local/lib/aguri/agurify.pl -i fxpO

0 322: cron0 000000 AGURIODDOOOOO

O000000agurify.pl0d crontab0 00000000000 O0O0DOO AGURIOO
gboobodobbooboobboobobooobobbobooboooboooobd
OO000o0boooooobooboboubbobObagurifypl mnmix0OOOOO0OOOO
goboboboboboogogbbbbuoooooobobbooooooooboooon
gbboggobbbooobbouoobbbuoodgbbDb20030 101010 10
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gbod20000bbgbobggbudgbouogoobogoougboobooBz2in
gog

//root# pwd A
/aguri.log/2003/01/01/01
root#ls
20030101.0100.agr 20030101.0120.agr 20030101.0140.agr
20030101.0102.agr 20030101.0122.agr 20030101.0142.agr
20030101.0104.agr 20030101.0124 . agr 20030101.0144 . agr
20030101.0106.agr 20030101.0126.agr 20030101.0146.agr
20030101.0108.agr 20030101.0128.agr 20030101.0148.agr
20030101.0110.agr 20030101.0130.agr 20030101.0150.agr
20030101.0112.agr 20030101.0132.agr 20030101.0152.agr
20030101.0114 . agr 20030101.0134.agr 20030101.0154 . agr
20030101.0116.agr 20030101.0136.agr 20030101.0156.agr

\\20030101.0118.agr 20030101.0138.agr 20030101.0158.agr )

0 3.23: agwifypl 000 AGURIOOOOOOOOO

OB230 00000002030 1010 1010000 2000000000000
00O “/aguri.log/2003/01/01/01/” 0 720030101.0110.agr” DO OO0 00000000
goo

O0000000000000000000 “/agurilog/2003/01/01/” O O 020030101.01.agr
OO000000O00D20030 1010100000 AGURIOOOOOOODOOD
OO0 AGURIODOODOOOOOOO

3.3.2 UUOOoooood

OO0O00O000O00O0O0O0O0DOO0ob0OO AGURIDODOODOOODOODOODOOO
gbooboooobboboogbboooobbbooooobooo

gbbogubooobuogbbuoobbodgboooboobobboobboon
O000000000000000000000AGURIOO gnuplot28)C0 00000
OO00o00o0obOOo00oooooooooooooOo0goooobooDoboooB240
god

OB2400000000AGURIO-PPODOOODOOOOOOOODODODOOOOO
OO000 AGURIDODODOOOOOODOOODODOODOOODOODOOOODOOODOOD
gboobao

OB20 001 00000000000 0DLO x0000b00oOo200b00000
gbobbybbOoogoooboo
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~

root#aguri -P aguri_filel aguri_file2 ....

#[dst address]

#time total 192.168.0.1/24 10.0.0.1/24 192.168.0.50 10.0.0.100
2002/01/20:20:03:57 133465846 58917175 22270181 6079629 17416593
2002/01/20:20:05:57 200002634 131983828 19645774 7929372 14222195
2002/01/20:20:07:57 111259598 47331996 18638768 5461640 14004718

2002/01/20:20:55:57 161950992 65099353 14061061 8988122 29136263
2002/01/20:20:57:57 133135027 38934269 18064895 7453381 23622866
\2002/01/20:20:59:57 132684021 41008924 19881333 6721708 21505533

0 3.24: AGURIO OO gnuplot OO OO

0000 B240 0 destination address 0 0000000000 “x"000000O3
O000D0OO0O00O source address ,destination address, source port,destination port [
O0O0D0oO0oDooOooooog

OOOAGURIDOOOOODOOODOmakeplot.p” DO0O0O0O0O0OOOOODODOO
O0000Ognuplot 000000000 DOOO0OODOODOOODOODOODOODOODOOO
00000 gnuplot 00000000000 0O0O0O0O0O0O0O0OOOO pngOOOOOO
O0Oo0oooooag

O000 AGURIO plot 000 makeplot.plUOODOOO webOOOOOOOOO
0000000000000 0DOO00OO00ODDbOO0oO0DOO00oDOOoOoDOoOooDoDOOon
O000000B2800B200 000

OB250 00000 AGURIODODOOOOOO0OO0OODOOO0ODOOOOOOOOOOOOO
oo ooouooooooounoooonog
O000000 AGURIDODODOODOOOOO0OOODOODOOO0OOODOO0OOO0
gdd3odouououououod

e JUUUOOONO

o OO

gouodgboooboobodgboogbboobuoggboooboobbbon
obob4000000000

o [JUODU

source address,destination address,source port,destination port 0 4000000

OB200 0 0000000000000 0DO000O0DOO0ODO0O0 AGURIDOO
obogbuoobbobboobooboobbooboobboobooboboo
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gobobooogobon

8086

Mozilla {Build ID: 2002101612}

]

| =)

aguri_plot with AGURI-0.5

start-time : [2002 [T =I[1T [0 =]
‘lime-sc:lle ] || day ]
target : [P address =]

sampling time
start : 2001/Feb/11-

sampling point

(£xp0)

Ryo EKaizaki
kaizakidsfc.wide.ad.jp
http://www.sfc.wide.ad.jp/~kaizaki

O 3.25: AGURIDOOOOOOOOO

ooooBz2b0boogogboIipO00OdbOobobooobobobooobobon

obooobo

OB260 0000000000000 00000D000OfloodingDOOODOOO
obgobuoobbooboobbooboobuooboobboooboobbon
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O 30 AGURIODOOOOO

Mozilla {Build 1D: 2002101612]
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